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= Agriculture Industrial
- Technology come from WAR
- Mass Production exam gun, plane, food
- Baby Boomer > Cold war

» |T

= |CT (Internet) > Today > Fast Information
round the world > Knowledge is Power

Nano Technology > Future Trend <22
= RFID / NFC / <NEW>
= Virtualization / Cloud Computing
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a YeriChip - Wikipedia, the free encyclopedia - Microsoft Internet Explorer : - | )
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WIKIPEDIA
The Free Encyclopedia

navigation
= [ain Page
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= Featured articles
= Current events
= Recent changes
= Randorm article

= Help

= Contact wikipedia
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VeriChip

From wWikipedia, the free encyclopedia

YeriChip is a human-implantable RFID {radio frequency identification) device from YeriChip
Corporation, a whally owned subsidiary of applied Digital Solutions of Celray Beach, Florida. The chip
can alsa be attached o a watch or other piece of jewelry so it can be remaved for privacy reasons.

YeriChip is the first Food and Drug Administration (FDA)-
approved human-implantable RFID microchip, YeriChip
received United States FDb appraval in 2002, about twice the
size of a grain of rice, the device is typically implanted above
the friceps area of an individual’s right arm, though is
sametimes implanted in the hand, or attached o jewelry
outside the body to be easily removed for privacy, Once
scanned at the proper frequency, the YeriChip responds with
a unigue 16-digit number which can correlate the user to
information stored on a database for identity verification,
medical records access and other uses. The insertion
procedure is performed under local anesthetic and once Promotional photo of the chip
inserted, is invisible to the naked eye. The process can easily

EXAMPLE VERICHIP
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£~ chrome web store i

Home > Extensions > Tamper Chrome (extension)

Tamper Chrome (extension)

3 tamper.dev

' & & & & e | Developer Tools ‘ 50,000+ users
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CYBER SECURITY

Chapter 1 —what is information security?
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\ Julius Caesar invented the first cipher
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Encryption
Data

Enigma was used during World War 2
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The Industries Most Affected
by Ransomware

Number of publicized ransomware attacks
worldwide by sector in 2021"

e E
Viruses, Worms and Trojan Horses
Technology _ 27 Number of new malware specimen (in millions)
Manufacturing _ 22 Distribution of malware Q1/Q2 2016 (Windows) 24
) @ 49.20% Viruses
Retail _ 13 @ 30.28% Trojans

; 6.83
‘ 11.56% Worms -'*:&“’ s
Finance - 9 4.32% Scripts 5.14
¢ A of Now 1 2021 ) 2.24% Password Trojans
: SO ' Btlav k'f @ 0.87% Ransomware
ource: Blackfog Wl @ 0.57% Backdoors
0.66% Other Eee
257 2.64
2.09
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0.89
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https://www.statista.com/chart/26148/number-of-publicized-ransomware-attacks-worldwide-by-sector/



Spam

Antispyware

Uirus Zombie/Trojan Spyware

Irus, Spam and Spyware relationship




Points of Entry

Talm fnur common computing tasks: surﬁ ﬂm Web, collectin a-mail.
over an messenger, and in ng a program.
nnu nr security apnlmatmns can cover them

SECURITY METHODS PoTTTTTTTT

= FIREWALL m ANTISPAM :
© ANTIVIRUS 5 PARENTAL/PRIVACY
= ANTISPYWARE  CONTROL

ow does Malware attack your computere
> Too Many “Point of Entry”
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Image of Cyber Crime On Social Media by Unisense Advisory

Social Media Malicious (come with Spyware)

https://medium.com/@unisenseadvisory/cybercrimes-on-social-media-the-ultimate-guide-06b32%elel 1f



B nsenuaNmIi lininenns
- [P Address

- Mac Address (12 Digit)

Mac Address + Port (Switch)
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M5 lg5zuuasasauaanw (Authentication)

- User and Password
- Smart Card
Biometric System

curelD, Thump, Hard Lock, One Time
assword

ad (%
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Complexity

Don’t use Dictionary Word

Length of Password > more than 8 7?
C

> Wb~

nge often

Good Password



rack 7 - v7.0.1 Win64 BETA 20160204212238 [Unnamed Session] *

=wminu @ W

Passwords

Base Al Accounts: Partidly Cracked: 0 ted: Non-Expiring:
Reports

HTLM Hash KTLM Pasaword User Info
Queue
Schedule

Doamentaton

ninez

Status Pass 6/10 (NTLM): Elapsed Tim 0dOnOmi6s I I :t 0 i 0d5h59méds Current Guess: aagxSl.
Thermal Monitor: CPU Utilzation: . GPU Ut /Temp Fan: . .

naremental Crack (Brute:Thorough)

Password Audifing

Current Operaton:  Perform BruteForce




= Process Authentication need to use more than one
factor (MFA = Multi Factor Authentication)

» Example
password + smart card > 2 factors

smart'card + finger print > 2 factors
password + finger print + smart card > 3 factors

Factor Authentication



Retina Scan (Biometric)
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Firewall fiag 3 e

1. Packet Filtering Firewall

2. StateFul Firewall

3. Application Firewall

4. WAF > Web Application Firewall
1 Next Generation

dUnified Threat Management
SIEM & SOAR

JEDR (XDR)

ABuaziuams lumamTayn



=» |[DS and IPS vl'fmumsmaaaaqun@ﬂﬁﬁa Hardware
Based .a: Software Based

) 6 °
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NSNS L

- save with password
- Compression whsisei

- Password Vault

- liNsdfulussuvfdansdsis wu VPN, IPSec dudu

- TPM Chip Encryption
rive Encryption
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KEKEEKKKKKKKEK FFFFFFFFFFFFFFFFFFFFFFF
Juuououuugaay
M encrypted by K K encrypted by U N
UuuUUUuuuuUuy
KKK KKK KKK KKK FFFFFFFFFFFFFFFFFFFFFFF
| |
Encrypted Message LEAF

F = Family key {common to all Clipper Chips) - 80 bits
M = serial Number of chip - 30 bits

U = secret key for chip - 80 bits

K = Key specific to particular conversation - 80 bits

M = the Message

Law enforcement officers who have a court order
permitting them to intercept a phone conversation can
decrypt the conversation using the following procedure:

¥ e F to decrypt outer laver of LEAF revealing N and
K encrypted by U

¥ obtain escrowed key halves for chip with serial
number M

¥ Ut key halves together (with XOR) to reveal LU

# se U to decrypt K

W use K to decrypt M (the message)

............

TPM Chip
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Information Security Is Like Physical Security

Deploy Security as an Integrated System




Chapter 2

Types of Attacks




Types of Attacks

* They are 4 categories of attack
1. Access Attack

odification Attack

. Denial of Service Attack

4. Repudiation Attack




TCP/IP

Basic for Hacking Technique



)11 )1, Networking Cisco Packet Tracer

CISCO Academy

Try Simulation Mode to see how
packets travel through your network

© Copyright Ciscg2023

. Packet Tracer




ARP

E:"-.,WINNT"-.,: wsbem32.cmd.exe

Microsoft Windows 2008 [Uersion 5.0@.21951]
CC>» Copyright 1785-280H Microsoft Corp.

Cisrarp —a

Interface: 192.168.188.1 on Interface Bx1HUHAAAAJ

Internet Address
192.168.1880_4
192.168.1880.5
192.168.18080.9
1?72.168.180.1A4
192.168.18680.11
192.168.18680.13
1922.168_.188.16
192.168.18680.17
1?72.168.188._24
192.168.1880.21
192.168.1880_22
1922168 .1880.16848

®» Orp —a Listhname mac adress and ip computer.

Phyzical Address

HA—-11-d8-85-32-h?
HH—-11—-d8-85-31-da
HA—-11-d8-85-33-18
H8—-11—-d8-85-32-d5
#8-A5-54d—Yc—1c—29
H8—11—-d8-21-BAa—1d
A8-B5-5d—Yc—1e-7h
H8-A5-54d—Yc—1e—-79
H8-B5-54d—"Yc—1e-77
H8-58-bha-5d-8a—081
H8-58-ha-5c—83-8a
A8—cA—92f-77-31-2hb

T ype

dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic




Packet Info at Device: 5

At Device: SwitchO
Source: PCO
Destination: PC2
TE tirne: 0022 m=

b Layer 2: 00S0.2F25.050F X
== O000.0CF A, 3363

+ Layer 1: Port 2

T~

Switch works on Layer 2in OSI Model
And they consider only MAC Address...

\




v 1 I av o [ i
» 3Jasriulog 557 ﬂuuaﬂﬁwﬁ'mﬂumwmLﬁuﬁ'aaagslu zohe ¢
MURA LY
[ [ (] v v
B soidnduanly 150 Auuan A A813 113801509 wla SIS 1

network meﬁutaa aw msid IPSec, VPN Sudw >>
recommend

(-7
®» Gacavion IDS w352 IPS

-4
® vgfia lumsidrssiain bisansatlasiunsendsdayale 100%

mstlasiumasnds (Sniffer)



= Threat from Username/Password and
Identity theft

= SET, Pharming

: Modification Attack



Threat from Username/Password
and Identity theft




Denial of Service Attack

= Ping of Death B
= Smurf

=» SMBDie DOS Computer
= Syndos _
Ether Flood >> DOS Switch

= Metasploit

= DDoS (Distributed Denial of Service)




King of DDoS : Mafiaboy and his objective

Source: BlackHAT, Las Vegas

CFFICIALS 15*@54‘-&::1[}%{& WRAEOY

\



Critical Infrastructure Attack

PENESESNEN R
]
e |

&wwm Gas & OQil Storage

> AUONSY ~ and Delivery
. ‘- } "' > A@mif: : ‘ |
s.e"%‘;.,f%ff - Cntlcal

—m Infrastructures

Telecommumitations e — i__TBanking &

/ S = — : R = | Finance

| 7
—
o

Electrical 1§ Transportation
Energy bt :




» Ping package smmaluliinsaanta Toaldmds
ping ip vaadia —| 65000 -1

v

6 a I ° °
NSALbaa b NSUaNY UL '§unu1é’|"z 5gn71 Distributed DOS

BN WEIUNN

Ping of Death




= Denial of Service Switch.

= Distributed Denial of Service
= Exploit

»Tools 2 macof, hping

EtherFlood



= Phishing

= Pharming
= Spear Phishing
= Whaling

= Vishing

Smishing
» Defacement Web
Eic.

Repudiation Attack



®» $reru Phishing Tagvialy Qmazﬁmm{ﬁvlﬂﬁ website 4
waananw link wanstifidls Pharming azvimsusanms
resolve name

Proc7/ﬂna
www.yahoo.com > 202.44.33.100 > webserver 3

Process Pharming
ww.vahoo.com > IP sssedasiidmaenls

Pharming



http://www.yahoo.com/
http://www.yahoo.com/

Chapter 3

HACKING TECHNIOUE




Defcon: Hacker Meeting

defcon.org

Community » Resources » SUBMIT! »

Recent News Archives »

0

START HERE. GET EDUCATED. GET INVOLVED.

Aug. 8-11, 2024 at Las Vegas Convention Center! )
L v |\ > 4
\ ! - /
. T 0G| June 27-28 2024
T DOy s | Aug. 12-13, 2024 @

e | Nov. 2-3, 2024

@. . ’:‘] il ’\ C | Coming in 2025 TRAINING
fa@

.onion Links

JEF CON Music Presents: Retro Sci-fi
Friday Night! »

Fostel at the Las Vegas Convention Center!

Future Dates o R

DEF CON 32

Speaker’s Corner Coming Up




Phase of Hacking
| W

Reconnaissance

Scanning

Phases
Clearing / Gaining
Tracks - Access
Maintaining
Access

https://www.nwkings.com/what-is-the-first-phase-of-hacking




THE METHODOLOGY

Footprinting

Scanning

Enumeration

/

| Escalating

Gaining Access 2 Covering Creating Back
Privilege

Tracks Doors

_ Denial of
Service

Pilfering




fumdoyanly HTTP, IP address, DNS, Mail
Pop3

FootPrinting

Scanning asrvaoure IP address uay Port

=l cilel  nsesdemsdsruameszuumsy Web, Microsoft,

sunduInszuuianlald

Gaining access 188991211 ot Idin3ev1e 1@

_ Denial of Service

=Szl EHO RN, 1¢ Administrator, root sin spyware, sniffer
\ /

Pilfering vy Tugdoya HIOTHAHILUDIYANAA N

\

Covering 1zled  m3vhate LOQ wsetlesnumsmuses

\!
Back doors aaroamalumadildndadely




BIANTQLALATDLE

Ww.iana.orq Internet Assign Number Authority

hois > IP address
ame space

\

/

Y )/ 199.xx 201.xx

02.xx 203.xX



http://www.iana.org/

3 A d"Lw
aﬁﬂﬂ‘iﬁ‘]uﬁﬁaﬂ ¥i]

WWW.1ICann.org

hois : Name space
Internic.net

\ www.thnic.net



http://www.icann.org/

Welcome to APNIC | Asia Paci

Fi Edit w  Favorites  Tools  Help

WWwWw.apnic.net

Network Information Centre - Microsoft Internet Explorer

(=l

daBack - = - i #at ‘ Qisearch [Favortes  Meds (4 ‘%ﬁlé ] - il e

File Edit  View

Favarites

Tools  Help

Address I?‘ http: e, apnic, ety

x| ®a |Lir|k5 >y -

daBack ~ = - (D 7t | Qisearch  [GfFavorkes iveda o4 ‘ By & ] - 5 & e

=10l x|

Your IP iz 203.185.132.198

siternap | About APNIC | Need IP addresses or ASN? | Mailing lists | Employment

-

MyAPNIC
Info & FAQ
e

Resource services \
Training |
\ P

APNIC

Membership

Documents

Internet community

Search

Asia Pacific Network Information Centre

Addressing the challenge of
respansible Internet resource distribution

in the Asia Pacific region.

R\

News

APNIC news

[07-11-08] APMIC patticipating as part ofthe MEO in the™
exhibition

[26-10-08] APMIC invites you to be a sponsar of APNIC 21

[14-10-08] Call for proposals to host APNIC 22 in 2006

Hél topics

Internet gowvernance

<

Whois search

202.44.210.81

Other RIRs whois search
ATHMIC,  ARIM
LACNIC, RIPE MCC

Site search

I -

Training

28 - 2 Dec: Kuala Lurnpur,
Malaysia

December
5-9: Singapore

Most recent training] course

_—

]

[T ewem

Address IQ htkp:/fwme  apnic. netfapnic-bin/whais. pl

=] @& ‘Lmks »

inetnum;:
netnsme:
descr:
country:
admin-c:
tech-c:
tech-c:
tech-c:
wnt-h

changed:
status:
source:

person:
nic-—hdl:
e-mail:
address:
address:
address:
address:
address:
phone:
fax-no:

country:

% Whois data copyright terms

/v wnt-lower :
changed:

http:/anm. apnic . net/db/dbecopyright . html

202.44.192.0 - Z0Z.44.255.253
INET-TH

Internet Thailand Compai
TH

BS1l6-AP

Limited

APNIC—HM

MAINT-TH-INET
snakk@inet.co.th 20000303
hostwaster@apnic.net 20000315
ALLOCATED PORTAELE

AFPNIC

Buncha Srisawanuwat

ES16-AP

athicha@inet.co.th

1768 IFCT Tower, 10th -1Zth Floor
and IT Floor HNew Petchburi Road,
Ehwaeny Bang Eapi,

Khet Huay Ehwandg,

Bangkok 10320

+66-2257-7000

+66-2257-T222

TH

|§] (1 item remaining) Dovnloading picture http: v, apnic.netfimagesficons/help.gif...

[ e

=]




www.network-tools.com

Metwork Monitor Freeware
Download! Advanced 24x7 monitoring. LAN/WAN, Servers, S0QL, URLs, Apps.

—
Ne twork_ Tools‘com -------------- Paesslar.com/network_monitoring

We Recommend: Click here to increase PC Speed!

125.24.224 249 recent request count: 1

©  Ping 0 Express °  URL Decode
© LooKup " DNS Records (advancedTooy ©  URL Encode
®  Trace " Netwerk Lookup °  HTTP Headers [ ss_

©  Email Verification
e Whois on conversion Tasl) i Spam Blacklist Check

r Conwvert Base-10 to IP

202.57.155.203 | GO! |

20257155203 is from Thailand(TH} in region Southern and Eastern Asia

TraceRoute to 202.57.155.203 [202.57.155.103.sta.isp-thailand.com]

Hop (ms) (ms) (ms) IP Address Host name
1 18 14 2272249065
2 14 13 238923273 xe-0-3-0.edged. dallas1 leveld net
3 24 21 34 4 63 19 126 vlan79 csw? dallas1 level3 net
4 22 21 41 469136157 ae-73-73.ebr3.dallas 1. level3 net
5 64 84 55 46913277 ae-3.ebr2 losangeles level3 net
6 Ta 56 51469137 22 ae-72-72 csw?Z losangeles level3 net
7 a7 52 54 4 68.20.74 ae-2-79 edge losangelesd leveld net
a 56 46 50 453225814 kddi-americ_edge losangeles9 level3 net

\\



NSLookup

| O WINNT  system 32 cmd.exe - nslookup

C:x>ns lookup
Default Server: mailr.scipark.nectec.or.
Address: 283.185%.132.88

> set type=ns

» itcompanion.co.th

Server: mallr.scipark.nectec.or.th
Address: 283.185.132_88

DHS request timed ount.

timeout was 2 seconds.
Mon—authoritative answer:
itcompanion.co.th naneserver
itcompanion.co.th nameserver

ns2.internetthai.com
nzl.internetthai.com

nzl.internetthai.com internet address = 282.44.55.1
ns2.internetthai.com internet address = 282.44.55.2
» server nsl.internetthai.com

Default Server-— nmi-internetthai.com
Address: |282.44.55.1

This zone Is

protect
already!!

*» 1z —d itcompanion.co.th

[nzl.internetthai.coml

% Can't list domain itcompanion.co.th: Query refused
>

\

\ d > nslookup > set type=ns >
gomainname.zonename > server NSservername

+d domainname.zonename




Visual Route

' ‘¥isualRoute 2006 Trial Yersion Business Edition =] x|
File Edit ©ptions Maps Tools Help

Pratocol [Fitp <] Address [ww.cnn.com ® Potfe0 | = || 1P Addresses [64.236.16.20 S

|Tra|:e: ey 2anook .com || Trace: Www.cnn.com | ﬁ

Report for www.cnn.com [64.236.16.20]

T Map @ AT K|

[ Analysis e
Thiz trace was started on 14-MNowv-06 11: 24:03 Ak, The host wew.chn.com could not be reached - it does not respond bo VisualFoute's diaghostic
packetz. However, it does respond to hitp requests on port 80, which indicates that the host iz actually up and running (it iz running server Apache,
which responded in 4063mz]. There is no infarmation awailable to tell ug the next hop after hop 21 - thiz iz usually indicative of a firewall at that point.
% The DMS lookup was completed almost instantaneously (less than 2me - this may be the result of caching).

[ Route Table Py

Hop %lLoss  |IF Address Mode Mame  Location Tzone ms Graph Mletwrark: =
LD 1O 1 L340 - LETiANANd) TU UL 3 S MU =-urrnrsr Lrdn nitsrieEr st
10 16411587253 - (Thailand) +07:0C a4 imported inetnurm object fo &
1641159622 - (Thailand) +07:0C 980 imported inetnurm object fo &
203146 .66.69 - Banokok, Thailand |+07:0C 1031 Loxley Information Compa &
203146 64.209 - (Thailand) +07:0C 1071 reassign to "Corp Gatews @
10 210.1.46.97 - iThailand) +07.0C Ga2 reassign to "IP for CSLOK] @
10 2101.4519 - Thailand) +07:0C 714 reassign to"IP for CSLOK] @
a0 210.1.45.245 - (Thailand) +07:0C 8491 reassigh to"IP for CSLOK] @
40 20247 254 1649 - iThailand) +07:0C 7R2 CAT TELECOM Data Com @
a0 20247 253150 - iThailand) +07:0C 820 CAT TELECOM Data Com @
20247 253241 - iThailand) +07:0C 1356 CAT TELECOM Data Com @ j




Hacking : Physical Layer




Physical Layer

»Coax
» Fiber
» Wireles

Shield : For reduce noise from
EMI and RFI.




Ethertap

standard RJ4 stheamet tap Metweork IDS with tvwo
| o=
RO+
To- 1] M
NG SEND  RECEIVE
NG pair i
TDO-
NG
MC
|7 = kam ilels] e
N 1 A R 1T [
‘D = Rozoive Data L] A
L= ransmizbazz MNIC 1
1ost Host Host Bwitch \ AP B
writch Switch R NIC 2
TD+——, ,—— 3TD+  3TD+ 3 TD+ Tt
", _.-'r
™ %, 6TD-  6TD- 6 TD-
\\;, £
Jr.-"‘\- r"l\
RD+- ¢ 7% % . 1RD+ 1RD+ 1 RD+
VA 12 36
RD-— ‘—— 2RD- 2 RD- 2 RD- RECEIVE  SEND
pair pair
\ common pin reservations for Ethernet Link B

S FACIDotman _icso”

“23c-chly notwerk Lap prinsipls




Phone Tapping




Cell Phone Jammer

CELL PHONE JAMMERS
CELL PHONE DETECTORS

WORLDWIDE CELL PHONE JAMMER SPECIALISTS

If you have a problem with mobile phone usage in your establishment and
want to eliminate it, then look no further! We can supply you with equipment
to either detect and monitor cell phone usage, or prevent the use of it all
together with our cell phone jammer products.

Our cell phone detectors and cell phone jammers are used worldwide in
prisons, schools, restaurants, cafes, libraries, bars, commercial offices,
religious & military establishments for general noise disturbance problems or
for security and anti-terrorism type issues. We supply governments and
military forces.

Our products are available to huy on-line by mail order today. We offer a fast
worldwide delivery service and a 12 month no guibble manufacturers
warranty on all products. We accept payment by credit’'dehit cards, PAYPAL,
money orders or cheques (Sterling, Euro, $US) and regular bank T/Ts.

We welcome all trade enquiries, please contact us for full pricing and sales

information. We can supply any gquantity to any country and offer excellent
bulk purchase deals. See our customer comments here

Delivery to The Americas 2 days, rest of world 4 days with




Hacking: Data Link Layer




ARP Poison Resultlll

ubDpP 192.168.175.1:137
UDP 192.168.175.1:138
ubDpP 192.168.175.1:5080

N\>ping 18.18.18.2

B4
X X X

Pinging 18.18.18.2 with 32 bytes of data:

Reply from 18.180.18.2: bytes=32 time<18ms
Reply from 180.10.18.2: bytes=32 time<18ms

Ping statistics for 10.168.10.2:
Packets: Sent = 2. Received = 2. Lost

TTL=128
TTL=128

= B Bz

Approximate round trip times in milli—seconds:
Minimum = Bms,. Maximum = Oms. Average = Bns

ontrol—-C
C
:N>arp —a

Interface: 18.18.18.5 on Interface Bx10600004

Internet Address Physical Address
18.16.168.1 #B-108-60-74-13-97
18.18.18.2 #8-18-68-74-13-97

o

\

Type
dynamic
dynamic

ARP Poison!!!




Sniffer is Man-in-the-Middle

i =10 x|
File View Configure Tools Help
L rfy et — ~ L]

we|+w @ e 2oz immE~-a0 O 1

|3 ProtectedStorage @ LsaSecrets | D network [l sniffer |of cracker |48 Traceroute |HEE ccp |
Status l IP address l MAC address I Packets -= I <- Packets l MAC address l IP address l
&Poisonin 10,10.10.1 00S0DAZZE7ED 0 i} 00EO1871DEBE 10.10.10.5
Status l IP address l MAC address I Packets - = I <- Packets l MAC address l IP address I -

0 Full-routing 165,21.32.56 00S0DAZZE7SD 105 103 00EO1871DEEBE 10.10.10.5

®» Full-routing 200.17.77.6 00S0DAZZETSD 46 46 00ED1871DEEE 10.10.10.5

P» Full-routing 10.10.,10.5 00ED1871DEEE 9 9 00S0DAZZETSD 203.146.0.20

0 Full-routing 10.10.10.5 00EO1871DEEBE 5 S 00S0DAZZE7ED 207.68.172.239

» Full-routing 10.10.10.5 00ED1871DEEE 6 6 00S0DAZZET7SD 65.54,229.248

PO Full-routing 10.10.10.5 00ED1871DEEE 22 24 00S0DAZZETSD 65.54.229.246

s Full-routing 10.10.10.5 00EO1871DEBE 10 10 00S0DAZZETSD 207.68.171.234

» Full-routing 216.152.64.213 00S0DAZZE7SD 3 3 00ED1871DEEBE 10.10,10.5

@» Full-routing 10.10.10.5 00ED1871DEEE 5 4 00S0DAZZETSD 207.68,177.126 ]

P Full-routing 10.10.10.5 0DED1871DEEE 11 g 00S0DAZZETSD 202.79.124.37

0 Full-routing 10,10.10.5 00EO1871DEEE 4 2 00S0DAZZE7ED 207.68.172.245

A:--" v akime inin in C [alal =gl K=trd N g =y =] =] ic ic ANEANAD2CTON 210 0 1D ED :—I
| = Hosts | @ APR | 2 aPr-DNS [P apR-ssH1 | Sy APR-HTTPS | Routing | Passwords |
Lost packets; 0% 4

A\




SMAC (MAC spoofing)

s SMAC 1.1 [WBEM On] -0 x|
Fil=  Abouk
ID Active 5 oofed | Mebtwork Adapher IP Address Active MAC
0006 | res td arvell Ethernet Controller 192 168.1.99 00-11-08-43-0 B -8
0000 Yes Mo MOIS 5.0 driver . 00-20-4a- 32 &0-5F
007 Yes Mo Wi ware Yirtual Ethernet .ﬂ.da... 192.168.138.1 00-50-56-C0-00-01
noog  Yes Mo W hdweare Yirtual Ethemet Ada... 192168 227 1 Q0-50-56-CO-00-08 .
000 Yes  Na NDIS 5.0 driver 00-80-46-32-50-5F Disable and
Enable Lan
V¥ Show Only Active Network, Adapters Connecnonfor
Mew Spooted MaLl dddresz pdate MAC | Refresh | rEfreSh .
10 =| 00 =] 00 =| 00 =] 00 = 0O Remaove MAC | Exit |
Q=] 881w == | = EVCwInm] jovstem32 cmd.exe
I1D—DD—DD—DD—DD—DD :I hernet Adapterst2
Physical™ddress. . . . . . . . . A8-88-48-32-5D-5F
Aetive WA elToss Ethernet adapter Local™yea Connection 2:
| 00-11-DB-48-DE-5F -
Connection—specific DNE Suffix : training.nectec.or.th
- - - - Description . . . R : Maruell Yokon BRFSAAL ~RAAIA-8A168 PCI
Dizclaimer: Uze this program at pour ovn risk. e z ok ger R el o ey I g s cuntpullep
program is not to be used for any illegal or unethical p Physical Address. . . . . 1A-A0—AA-A0—AR-A8

DHCP Enabled. . . . - -
Autoconf iguration Enabled
IP Address. - . . - . .
Subnet Mask . . .
Default Gateway .
DHCP Server . . .

Yes
Yes

J.IL-J.DD-J.-J.DU

255_.255.255.8

192 168.1.1

192 168.1.1

203 .185.132_88

Wednezday, September 13, 28086 3:33:4

Lease Expiresz . . - : Wednesday,. September 13. 2886 7:33:4

DHS Servers . .
Leasze Obtained.




Hacking: IP Layer




DNS Spoofing

u File Miew Configure Tools Help

|ale ||+ @ i
Pratected Storage MNetwork, | B sniffer LS54 Se &% Traceroute |EED ccou |"A" wireless
i}

Requested DMNS name | Spoafing IP #Fesp, Spoofed |

wiay, hokrnail.cam 60,485,241, 3¢ g
B APR-55H-1 (1) [ v vahoo. com 203.185.129.131 | 2

------ By APR-HTTPS (26)

------ & aPR-RDP (0)

Redirect Web Server which victim requests
to Hacker Server( Spoofing IP)...



Hacking: TCP Layer




Example: Hacking TCP Layer

» Sync flood >Make many connection (sync) to victim for buffer
overflow..

Example

rootkali:~# hping3 -c 10808 -d 120 -5 -w 64 -p 21 --flood --rand-source www._hping3testsite.com

HPING www.hping3testsite.com (lo 127.8.8.1): S set, 40 headers + 120 data bytes

hping in flood mode, no replies will be shown

AL

--- www.hping3testsite.com hping statistic ---

1189112 packets transmitted, @ packets received, 108% packet loss
round-trip min/avg/max = 9.9/0.0/8.0 ms

rootjgkali:~#

Target IS
Attacked!!




Hacking: Application Layer




acking on HTTPS

The Deomsday Papers

HAGHERIT . User Private Public
IEUser 7?2  yellow
Webserver  ?? Red

=Private
of Web




Hacking on HTTPS

File Wiew Configure Tools Help
lawe |+ @ rnepmPrPEFra@2¥e 22 09 0

Protected Storage Metwork. Sniffer LS4 Secrets Cracker Traceroute | MEX] CCOU Bl wireless
i

eriricate rie

I HTTPS Serwver I Hosknarne

= ci\Program Files\Cain\ Certs\fake_66.102.7.147.crk
=) c\Program Files\Cain\Certsifake_216.239.53.16 ot
Ecprogram FiIes'l,Cain'l,Certs'l,FakE_EuD.48.24&%.::&

A 1N 7 147

R HTTP 404 Mot Found - Microsoft Internet Explorer

S (=S|

File Edit ‘Wiew Favorites Tools  Help

4= Back - =y v@ 74

\ Address I&j W, S

Certificate

oLl | petais | certification Path

Started

% Information

| Closed /

13/09/2006 - 11:33:53
13/09/2006 - 11:33:57
13/09/2006 - 11:33:57
13/09/2006 - 11:51:13
13/09/2006 - 11:51:20
13/09/2006 - 11:52:00
13/09/2006 - 11:52:05
13/09/2006 - 11:56:50
13/09/2006 - 11:56:51
13/09/2006 - 11:56:53
13/09/2006 - 12:10:07
13/0902006 - 12:12:32
13/09)2006 - 12:12:33
13/09)2006 - 12:12:36

1afnatenne - 1746

13/09/2006 - 11:33:53
13/09/2006 - 11:33:57
13/09/2006 - 11:33:57
13/09/2006 - 11:51:13
13/09/2006 - 11:51:25
13/09/2006 - 11:52:02
13/09/2006 - 11:52:06
13/09/2006 - 11:56:50
13/09/2006 - 11:56:53
13/09/2006 - 11:56:56
13/09/2006 - 12:10:07
13/0902006 - 12:12:33
13/09/2006 - 12:12:35
13/09/2006 - 12:12:40

1afnatenne - 1746

This certificate cht be verified up to a trusted
certification authority.

Cain will sent Fake
certificate!!

Issued bo:  www,au,edu

Issued by: Organizational Ca

valid from 2012/2546 to 2/2(2579

Install Certificate... I Issuer: Statement |

x| @ |Links »

e viewed or
with the site's

mpany you have
Heterming whether

atching the nal

ertificle

o~ =

e —

|@ Opening page http: v, au.edu/...

(—

=

’_ l_ ’_|° Inkernet

|
rd




Perfect Keylogger

" Program Files,BPK - Log Yiewer - |EI|5|
n waAamau 2548 n Select a date or date range in C
the calendar to view log
Aoo@ W Wy @ W @ records. Drag the mousze to
a1 23 4 & B zelect a range of dates. KEYLOGGER

f8 89 1mM 1 12 13
4 15 1 17 18 193 20

Operi log.. Find .

i N N pen log | Ein |
28 29 320 1 & 3 4

5 6 2 g 9 10 1 Savelog az. | Delete theze records. .. |
Today: 22/11/2548 Cluse | [ Show i log

Show: O Keystrokes (9 S O Websites Click here ta print the log

\ - -
%‘! - 89A0T, 22 WOAIN e -
W
Click an image to enlarge.
Screenshot matle at 15:20:50
Y
£ “:'1 L L e e
: 2 T
)




BackDoor

B Sasimsta wiaawmie azgnillazas (Back Door) waliesas hacker suss
wntd control la

®» loeiugrumansarims Check ldhsdinedla port luuagihluiesassudds

netstat —a

t»Documents and SettingssAdministratornetstat —a

Active Connections

Local Address Foreign Address State
SERUERB1 :epmap SERUERH1 :8 LISTENING
SERVERA1 :microsoft—ds SERVERH1:A LISTENING

5 ERA1:912 5 ERA1 :8 LISTENING
ERA1 : 1825 ERA1:8 LISTENING
2 uEREi:iEEE 2 uEREi:E LISTENING

ERBA1 :nethio=s—=ssn ERBA1:8 LISTENING
SERUERBA] :nethios—s=n SERUERHA1 =8 LISTENING
SERUERBA1 :nethios—s=n SERUERA9:2332 TIME_WAIT
SERUERBA1 :nethios—s=n SERUERS 1837 ESTABLISHED
SERUVERBA1 :nethios—s=n SERUVER14:2141 ESTABLISHED
SERVERA] :microsoft—ds SERUERBG6:155%7 ESTABLISHED
5 1:microsoft—ds 71272 ESTABLISHED
5 1:microsoft—ds 8:1182 ESTABLISHED
5 1:nethios—s=n 1:8 LISTENING




Exam Enum cont.

|

B :~enum P 192.168.1.218
ceprver: 192 _168.1.218
zetting up session... SUCCESS.
pazsword policy:

min length: none

min age: none

max age: 42 days

lockout threshold: none
lockout duration: 38 mins
lockout reset: 38 mins
leaning up... success.

ts2enum U 1922 .168.1.218

ceprver: 192 _168.1.218

zetting up session... SUCCESS.

getting user list <pass 1. index B)... success. got.bH.
Administrator diana Guest IUSR_U_2182  IWAM_VU_2182 TslnternetlUser
leaning up... succkss.

-

\E:MHackingTuulshHackingTuulsﬂ}Enum -5 192168 .9 7%
erver: 172_.168.9.77
zetting up session... SUCCESS.
enumerating shares (pass 1>... got 4 shares, B left:
IPCS ( D5 ) ADMINS (C%
leaning up... SUCCESS.

Y Y
21 share wanilegldimsilanase

hmputer

Wy Share
15104




www.virustotal.com

> ] VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

FILE URL SEARCH

:= Recent & Pending Q Search

Insights Cuckoo

By submitting data above, you are agreeing to our Ten
your Sample submission with the security comm
VirusTotal is not responsible for the co

Cuckoo Installation

Version 2.0.7

SUBMIT A FILE FOR ANALYSIS

You are up to date.

@ Want to automate submissions? Check our Af

Usage statistics [

reported 3542020
completed 5
total 3580344

running 9 © Drag your file into the left field or click the icon to select a file.




Trend of Hacker and Tools

Attack Sophistication vs.
Intruder Technical Knowledge

’ ” ’

Dlstrlbuted attack tools ----- g
"Stealth /advanced scanmng techmques )
www attacks -

Denial of servnce ..... S

. Automated probes/scans --.:

\Grophica user . Tools still improve..
e > (Hacker no need to
Hijackingsessions ..... Pack:etspoofing have mUCh more

High

Intruder
knowledge

- Backdoors - -~ Network managemen

Disablingaudits ----. . @ F : , ; kn OW|ed96)

Attack o '
sophistication e Exploiting known vulnerabilities
SRS s Password cracking
© ... Self-replicating code 3
| Attackers
Taeees Password guessing
Low . ‘ ‘
1980 1985 1990 1995 2000

Source: Carnegie Mellon University, 2000




Chapter 4

Information Security Service




Sample

ISO/IEC 27001 and BCM (Business Confinuity
Management) are booming in Public Sector (and
Private sector also) because of “Government
Requirement” and “Regulator Requirement”

» [SO/IEC 27001 will be “Law Requirement (ETA M. 25)"
Well-known IT Security Certification for Thailand IT
rofessional

ITL V4 and ISO/IEC 27000 are upcoming trend.

ver 10 Organizations in Thailand had been certified
SO/IEC 27001




Today Trend : "GRC”

overndance

Risk Compliance
Management P




About GRC

060 “GRC”

o - = [~3
-wﬁiﬁaﬂﬁﬂﬁttﬂﬂﬂnﬂﬂQﬂutﬂu “Good Governance”

B 3141 29ANSINAANNAINITD bUNITIAUIAU (Competitive
Adyantage) Tuszezena

B/ ASUNNANHATIA MINUAIANST ARBAAUASHLITUITTEAUFY

=

as19andrinlunisdinaunalunununanunnay

B apa lugnAinANNdane wasianNdulalunsldusnis
19 URIBIANS




About GRC

A I o v Y A .Y 6
L‘f]%ﬂﬂwm%ﬁmﬁqﬁiﬂ @Ui%?ﬁﬁg@]ﬂgﬂﬂlaﬂa@@ﬂﬁ

+1&iai'1ﬁ'ﬂmwwzaiu%msszwmsaumﬂ %58 ClO Wi

a a v 2’1 o @ 1 I (I
+ dudiemszasudmsluszdu C Level viavaa sudunassanussdanlatilums
NANGUMLIAR “CGRC” ITwNaL Bl iR

Mg 38 “Leadership” Wiutladusheny
=+ 4utlszanes
@Taaflqﬂmﬂsﬁvlé’%'wawmﬂﬁ'ﬁmmu,mﬁ@ “GRC” logane

AR A vd A Glslo ° ‘LQJ a va
AFInNENI weariTImgaNIziNG nAuusih was liuwamedficain
Standard wag Best Practice 6113¢) baatsgnaas



An Integrated Approach To Governance,
Risk & Compliance

ource: A New Strategy for Success Through Integrated Governance, Risk and Compliance Management PWC white paper

Stakeholder Expectations

Mgg Setting objectives, tone, policies, risk appetite
Objectives & and accountabilities. Monitoring performance.

Risk
Appetite

Identifying and assessing risks that may affect the
ability to achieve objectives and determining risk
response strategies and control activities.

Operating in accordance with objectives and ensuring
adherence with laws and regulations, internal policies
and procedures, and stakeholder commitments.

Procedures | | Processes/system || People || Tools &Technologies

Policies



related best practices and compliance

SOX ISO/IEC 38500 GLBA HIPAA
ITSM ISO/IEC 27001,27002

ITAF/ GTAG
PCI DSS Basel Il
rate Governance

Cor

IT Governance

ITIL & ISO/IEC 20000 ISO/IEC 27005,27006
iT5 COSO (ERM) CCA/ETA



Best Practices by using COBIT 5

isaca.org/resources/cobit/cobit-5

‘ Search o\‘ JOIN  ABOUTUS  CAREERS  SUPPORT STORE|\_':] SIGNIN &

835 ISACA

DI cp  MEMBERSHIP ~ ENTERPRISE ~ PARTNERSHIPS ~ TRAINING & EVENTS ~ RESOURCES

1o} Home / Resources / COBIT / COBIT 5

COBIT 5 Publications

The Power of COBIT 5 is in its Breadth of Tools, Resources and Guidance. The value of COBIT 5is in how it
applies to your profession.

Featured COBIT 5

COBIT 5 Framework

COBIT 5 is the overarching business and management framework for governance
and management of enterprise IT. This volume documents the 5 principles of COBIT
5 and defines the 7 supporting enablers.

LEARN MORE




0.6,

Offica of Government Commerce

Home |

Successful
Delivery
Toolkit

¥ Introduction to the
Delivery Toolkit

* Resources for all

* Procurement
Resources

~ Programme and
Project Management
Resources

» OGC Gateway
Reviews

» PRINCE2

» Managing
Successful
Programmes (MSP)

» Management of Risk
iMoo R

About OGC |

Procurement |

Home =
Resources = ITIL

ITIL

Programmes & Projects |

"the key to managing IT services"

ITIL information and resources are listed at www.itil.co.uk

Overview Background

Overview

What is it? | How does it work?

st Practices by using ITIL version 4

Estates

Successful Delivery Toolkit = Programme and Project Management

Benefits

The IT Infrastructure Library® (ITIL) is the most widely accepted
approach to IT service management in the world. ITIL is a cohesive
hest practice framework, drawn from the public and private sectors
internationally. It describes the organisation of IT resources to
deliver business value, and documents processes, functions and
roles in IT Service Management (ITSM). ITIL is supported by a



Best Practices by using PMP

PZN y
7 i ;
= \\\‘ P I PROJECT MANAGEMENT INSTITUTE Home | Join PMI | £
) ® Making project management indispensable for business results.® lEverywhere

My PMI Who We Are Career Development Get Involved ﬂ
@Y sccure signin > |

Forgot your password?>»

PgMP =M Cry
Read Mores

New online
plan
Read Mores

Register Now> About PMI>

Two Seming
Scofttsdale,
Read More»

: G S AT SRS PV launche
o Y e ‘ Read Mare s
Join How > PMI Gl()balcongress . Variance Th

LATIN AMERICA 2007 Hatfield irre’
Read Mores

Become a PMI Member

Become a member of our global
community of more than 240,000
professionals in over 160
countries,

77 Get Certified

Stand out from the crowd and ; :
demonstrate your project Why attend \l—rlearf:;om_ attend_eles about their experiences.
management skills with a globally | congress? lew 3-minute video...

recognized credential, ‘ Learn more about the value of congress... »
Learn More >

Get Certified »

Certification Benefits > -
::ﬁ,: Growing Pains - the Professional
" development of a PMO | Development - view PMI's
. > Find out » 2008 catalog >

PMI Global Congresses:
» North America: 6-9 October
s lLatin America' 12-14 Novermber




Types of information security services

»They are 4 types of security services:
C - Confidentiality

| - Integrity

A - Availability

A - Accountability

A - Authentication & Authorization




Overview of CIAA

Access |Modify |DOS |Repudiation
Confidentiality
Integrity
Availability
Accountability

\



ow o Implement Confidentiality

» EFS

= Hashing

= PKl, CA

» PGP > Pretty Good Privacy > S/MIME
Steganography

» Access Control

» Data Classification
Etc..



at Is a Data Recovery Agente

« Adata recovery agent is a user account that can decrypt files
that have been encrypted by other users

To implement a DRA on a stand-alone computer:

1] Use the cipher tool to create a DRA certificate and key pair

2 | Add the user account as a DRA

é To decrypt files, add the DRA certificate to the local
| certificate store




Best Practices for Implementing EFS in a Stand-Alone
Environment

| Use as few DRAs as feasible and ensure that DRAs
are highly trusted

v'| Implement a DRA for stand-alone computer.

| Delete the DRA private key after creation and after
— each use
[

| Configure encryption at the folder level to ensure that |
all contents are encrypted

| Overwrite de-allocated clusters by using the
— Cipher.exe program




Effects of Moving or Copying Encrypted Files
Between Locations

( Unencrypted Folder to 1 Unencrypted File to
Encrypted Folder Encrypted Folder

L

File Sharing on Remote Servers

f Encrypted Folder to Unencrypted Folder

\’%J - —




Gift it Up

» Steganography is the art and science of
writing hidden messages in such a way that

Need to setup
» Steganography Tools

Ready I_ W ’— A




Trusted Platform Module

=10l x|

‘ o

| @eo | Lnks >

rusted Computing Group: Home - Microsoft Internet Explorer

Edit

Back ~ = - £} it | @hsearch [FFavorites SMedia o4 | Bt M= | &

File Wiew  Faworites  Tools  Help

Address Iﬂj hitkps: | v, brustedcomputinggroop, orgfhome

This group provides commaon
functionality, interfaces and a
zet of security and privacy
requirements for PC clients
that use TCG components to
establizh their root of trust.

= Wistt the PC Client section.

Software Stack

This group provides &
standard =et of APz for
application vendors who wish
to make uze of the TPM.

4

» Wizt the Software Stack section.

Trusted Metwork Connect

This groug is & subgrougp of
the Infrastructure group and
focuzes on ensuring endgpoint
compliance with integrity
policies st and after network
connection.

# Wizt the Trusted Metwark Connect section.

How to Participate

Thiz group provides defintions,
specifications, guidelines and
technical reguirements as they
pertain to the implementstion of
TG technology in servers.

# Wizt the Server section.

Storage

The Storage Work Groug is
building upon existing TCG
technologies and focusing on
standards for security
services on dedicated storage

systems.

» Wizt the Storage section.

Trusted Platform Module (TPM)

This group crested the Trusted
Platform hodule (TPRM)
specification, werzion 1.1k and
1.2. The TPM is the roat of trust
that iz the baszis of the wark of
the ather TCG work groups.

# Wizt the Trusted Platform Module (TP section.

It your company iz & member of the Trusted Computing Group and you would like to padicipate, please sign up
for & password to gain access to the members only areas of the site.

Il Hoadmap Conlerence
On Movember 30, 2006 the TCG
will exhibit and host & seminar
zesgion at the IT Roadmap
Conference and Expo at the
Moscone Convertion Center, in
San Francisco, CA.

» See all Upcoming Events

TCG News

27 Aug 2006 - Role of Standardized
tdobile Security to be Addressed at

CTIAWireless | T and Ertertainment
2008

16 Aug 2006 - [trusion Detection
writh Trusted Metwark Connect
I Secunty Source

01 Aug 2006 - Trusted Computing
Group's Proposed Standard For

Storage Device Security
Capnectivty Zane

01 May 2006 - Trusted Computing
Group (TG Trusted Metwark
Connect (THCY Open Architecture for
Metwork Access Contral Adds Mew
Specifications to Extend
Interaperabilty and Benefits

01 May 2006 - TCG Metwork Securit
and Endpoint Integrity Products Based

[

|@ https: v brustedcompuotinggroop, orgfgroupstpm/

l_ l_ ré_ |4 mternst

| Kl




How to Implement Integrity

»Hash
= Digital Signature
E




Raw
Data

/4

MD> REVERSE

MD5(Hashing) Hashed
" Data

4

»Concept




MDJ5 Reverse by Web

Z} Reverse MDS hash lookup - Microsoft Internet Explorer oy ] 4
File Edit ‘iew Favorites Tools  Help | z"
OBack - Q - @ @ :_;j |pSearch ‘*Z":‘\T:‘Favorites @ ‘ D:’;Z' ,; |£] - I_J ﬁ ﬁ
Address I@ http:/fmds.benramsey.comf j Go | Links @Snaglt () @ @
[
Reverse MD5 hash lookup
This form uses several MDS databases to look up an MDS hash and return its original
counterpart. You may use the second field to first generate an MDS hash of a stringto use in a
reverse lookup.
' Results
The given MD5 hash reverses to:
Crange
Hashioreverse
|909ceaDcQ?DSEcheQeSeaBdB?ScbDBe1
Reverse Hash |
String to convert to an MOS hash:
Orange ﬂ
[ |
| Create MDS Hash I
|
[&] pare l_l_l_l_,_" Internek A




[:] HashCalc

Drata Farmat:

ash Calculator

D ata:

|Te:-:t ghring j |h-1_l,l hame iz surath...

| HMAC

<]

MOE
MD4
SHAT

<

SHAZEE
SHAZES
SHAGRTZ

<1 1T 1 1

FAMNAMA
TIGER
MDZ
ADLERZZ

1 1 1 1

<]

CRC3:

ellonkey/
B ebule

F.en Format: F.ew

| []

|I:I-:IE1 fdbeceeaI8fE12317d2470153603

|E?4EI-33.'-"I:H:I'I 4852d05964 7 1aBeeadc4631e 105408

RIFEMDIED |c5532f3cﬂﬂ1|:|E-:I|:I4Ea5|:|df331E?DEbfeEE‘dE?an

|c80a7d75

Cloze Help

Calculate




assword Authentication Protocol

(PAP)
OK
: I
\ UserA
rA PasswordA PasswordA
erB PasswordB Plain Text

SPAP



Challenge Handshake Authentication
Protocol (CHAP)

8. Response
4. UserA+PasswordA

> Hashing-C
3. Check challenge

2. Check g
. Search & Calc 1. UserA UserA
Hashing-S : PasswordA
. Hashing-C=Hashing-S

Hashing -C

SCHAP1 > Winnuke 98 > MSCHAP2 (Mutual)



How to Implement Availability

» Backup
= Network Load Balancing > NLB




Network Load Balancing

Web Server
Client
Web Server
Client
e Algorithm
Load Balancers
www.company.com
Web Server

Client



Cluster

a;m]szmﬂ‘ A2 MSHATININNTT | 159N TILAUNIN® D9 795
Hardware # support sa > 5101604




How to Implement Accountabillity

= |ogin

- Secvure ID, Token
- Kerberos

adius

Biometric

- Card
Eic...



LANAAANNUaaNE

P?)ple IADUINUALAMNUAVNAL INY
PFOCGSS msviuey INformation
Security

. o Y )
Technique TaaegUnIaiazing oo




Website fedasiu InNformation Security

» hitp://csrc.nist.gov

» hifp:.//WWW.Cisa.goVv

» Nifp://Www.sans.org

» Niftp.//www.securityfocus.com

» h'ﬁp://www.securifeom.com

»/ Nitp:.//www.cisecurity.org
hitp://www.owasp.org > Secure Coding

» hitp://www.isc2.org (CISSP > Security Admin)
» hitp://www.isaca.org (Cobit >CISA > audit IT)



http://www.cert.org/
http://www.sans.org/
http://www.securityfocus.com/
http://www.securiteam.com/
http://www.cisecurity.org/
http://www.owasp.org/
http://www.isc2.org/
http://www.isc2.org/
http://www.isc2.org/
http://www.isaca.org/

OWASP Website

PROJECTS CHAPTERS EVENTS ABOUT

Project Spotlight: OWASP Top 10

OWASP Top 10

e Ten A it et Aguication Sy ks

We are back again with yet another OWASP Spotlight
series and this time we have a project which needs no
introduction and | got the chance to interact with Andrew

Who is the OWASP® Foundation?

The Open Web Application Security Project® (OWASP) is a nonprofit
foundation that works to improve the security of software. Through community-
led open-source software projects, hundreds of local chapters worldwide, tens
of thousands of members, and leading educational and training conferences,
the OWASP Foundation is the source for developers and technologists to
secure the web.

« Tools and Resources
» Community and Networking
 Education & Training

For nearly two decades corporations, foundations, developers, and volunteers
have supported the OWASP Foundation and its work. Donate, Join, or become
a Corporate Member today.

OWASP 2022 Global AppSec APAC Virtual Event

OWASP Registration Open!

Gy Join us virtually August

29 - September 1, for

@) APAC
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Chapter 6
POLICY




What Are Security Policies?

Security policies:

¢ Are documents

¢ Explain how an organization implements security

Administrative Technical Physical
Policies Policies Policies



What is a policy ?77??

= Policy is the most boring job (really can bel)

® Policy is also the most important job for the
Information security department (IT professional)

setting takes little technical knowledge (more
agement)

» Few people like the result of the work ¢



Why is policy so important?

» |f define what security should be !l

=» |f puts everyone on the same page (same
standard) !




The Relationship Between
Policies and Procedures

= Policies describe what must be
implemented to secure a network

Procedures describe how to implement
policies




Define various policies

= Purpose
®»Scope
Responsibility
(These are the 3 section of each policy)




Policy Template

Digital Government Standard
fido Q
DIGITAL GOVERNMENT
DEVELOPMENT AGENCY

KONusn nnsgu sz IslE=NInssLY AGVANNS lazaug v ednuisT v

Data Policy & Guideline

Template

Download 104 Us:nauludoy

File Size 225 MB LFinal Data Management Policy Template v.03
2.Final Data Management Guideline Template v.03

File Count 1
Create Date numAus 16, 2567
Last Updated nulué 16, 2024

» Wtps://standard.dga.or.th/download/data-policy-guideline-template/




mple Antivirus Policy Template

Guidelines on Anti-Virus Process

Created by or for the SANS Institute. Feel free to modify or use for your organization. If you have a
policy te contribute, please send e-mail to stephenisans.edn

Recommended processes to prevent virus problems:

¢«  Always run the Corporate standard. supported anti-virus software is available from the corporate
download site. Download and run the current version: download and install anti-virus software
updates as they become available.

e NEVER open any files or macros attached to an email from an unknown, suspicious or
untrustworthy source. Delete these attachments immediatelv, then "double delete” them by
emptying vour Trash.

¢«  Delete spam, chain, and other junk email without forwarding, in with =Company Name='s
Acceptable Use Policy.

o  Never download files from unknown or suspicious sources.

¢ Avold direct disk sharing with read/write access unless there is absolulely a business requirement
o do so.

«  Always scan a floppy diskette from an unknown source for viruses before using it.

¢«  Back-up critical data and system conligurations on a regular basis and store the data in a sale

wlnon

\\




etwork Admission Control (NAC

isco Systems Network Admission Control (NAC) Presentation - Microsoft Internet Explorer

File Edit ‘iew Fawvorites Tools Help

EBack ~ = - Q) i | ‘Chsearch [EFavorites EMedia ¢4 | By S - it

Address I@ hikbp ! e, cisco, comgcde_content_elernents)flashfnac)derno. hitm

Cisco SysTeEms

Cisco Systems

I|||| BACK < PAUSE ’ MEXT
Network Admission Control i

{MAC) Presentation Overview
¥ SCcenarios
Guarding Against Infections
Secure Partner Access H A true network admission control salution is needed
Managing Guest Users
HAC Solutions
Integrating HAC Appliance into
HAC Framework -y .
HAC Web Site
IP WAN
_'\"-\-.__ T
VPN !
Teleworker

Vendor Office Branch Office




Top Management

R L Information Policy
Security staff

“ uditor

Security Staff

\

Operators & End user




Wireless Security
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Segregation of Duties

urpose for make clear in job Operatlon

\ Interview
Organization Chart & Selection

Recruit
IT Org chart

Job Descr
-Title Heade
-Job Description

-Duty Detall
-Characteristics




External

D

External

Outsourcing




eparate level of Information

@ Confidentiality

Strict control
.......................................... Data

Classificatio




CEO meeting and launch Security Policy

Policy

Procedure

«—
I |

I




Chapter 7

MANAGING RISK




What is Risk?

» Risk is the potential for loss that requires
protection.

» Risk have 2 component:
»/\Vulnerability

» Threat
Remark: Everything need to have value.

hese two components form the basis for risk.



Vulnerability ( se11u7) Threat ( feqnaw)

Asset Value (vesiitian




Why Network Attacks Occur

( The reasons that network attacks occur include:

s

¢ Revenge
¢ Espionage

¢ Publicity
¢ Personal satisfaction

¢ Terrorism

-




Typical Anatomy of an Attack

Exploit and
Penetrate

Escalate
Privileges

Service L
Maintain

Access



Overview of the Risk Management Process

f The stages of managing risks are:

Identify risks

Analyze risks

Plan for the management of risks

Develop methods to track changes to risks

Respond to risk management controls

aCHIENIZNLYIETR




|dentify Risks to Assets

1 | Identify risks — For each risk create a risk statement

Risk

Statement Example

Component
Condition If a virus infects our website...

] ...1t will take six hours to rebuild the Web
Operations )
. server, which prevents customers from
Impact i
, buying products...

F'”f?‘”c'a' L ...resulting in lost revenue, lost trust, and
business . o
. negative publicity
Impact




Analyze Risks to Assets

2 | Analyze risks — Estimate the cost per year of the risk

{ occurring

Determine Definition Example

_ _ _ Financial impact: $12,000
Single loss Total loss in the single

expectancy

instance of the risk

Business impact: $27,520
Loss per instance: $39,520

Annual rate
of occurrence

Number of times a year
you expect the risk to
occur

Twice a year

Annual loss
expectancy

Amount of loss the risk
can cause per year

Total Loss $39,520
X2
$79,040




Manage Risks to Assets

Plan for the management of risks — Create contingency
plans and triggers

Strategy

Definition

Example

Accept

Acknowledge that
the risk exists

Do nothing proactive

Mitigate

Proactively change
the asset’s exposure
to the risk

Use virus protection
software

Transfer

Partially shift the
responsibility for the
risk to a third-party

Use an external vendor to
host the Web site

Avoid

Eliminate the source
of risk or exposure
to the risk

Remove the Web site from
the Internet




Track Changes to a Risk

Develop methods to track changes to risks — Develop a
process for monitoring risks

Monitoring
. Example
time frame
. Application that monitors the Web site
Real-time .
continuously
. I Scheduled quarterly review of risk
Periodic
management plan
Ad-Ton Reweyv t_he plan after each major
security incident




What Are Risk Management Conftrolse

5
|

( Create controls to update:

Respond to risk management controls

¢ Risk statements
¢ Risk analysis

¢« Management strategies and contingency plans
¢ Processes for monitoring security

. v




Guidelines for Creating a Risk Management Plan

For a successful risk management plan, consider the
following:

Obtain approval and support from upper management

Determine the scope of the risk management plan

Implement actions in a timely manner

Update the risk management plan as changes occur

ANTANTANTANIANE

Use the risk management plan to assign ownership
and allocate resources




LANguard

www.gfi.com

6FiLANguard

Network Security Scanner
Copyright @ 2005 GFI Software Ltd.

Downloading updated missing patch detection files ... 8%

This program i1s protected by US and international copyright laws,




- Nessus Numlber one of Security
Scanner

E Tenable Nessus ¥ulnerability Scanner

Welcome to Nessus Vulnerability Scanner

@ Welcome Messus is a complete network vulnerability scanner which includes high-speed checks for
thousands of the most commonly updated wvulnerabilities, a2 wide variety of scanning

£ Start Scan Task options, an easy-to-use interface, and effective reporting.

@Uiew Reports You can start a new scan by selecting "Start Scan Task". all scan results will be

autormatically saved, and you can open them again by selecting "iew Reports",
Other Options

) This scanner has not been configured for plugins updates, Please consider registering,
1 Address Book

" Manage Palicies & start Scan Task

()

Update Plugins &) view Reports

See Also
o Help

O ~shout Messus

| Copyright @ 2003-2006 Tenable Metuwod Security, All rights resened.

\




Chapter 8

INFORMATION SECURITY PROCESS




PPT Concept

Suitable set of controls

Policies, Organizational stfructures
Processes, Procedures
Hardware, and Software




Why Invest in Network Securitye

External
Attackers

Internal
Attackers

Incorrect
Permissions

Ransomware



What Are the Key Principles of Securitye

Principle Definition

Defense in Depth | Provide multiple layers of protection

Grant the least amount of privilege or
Least Privilege permissions necessary to perform the
required task

Minimized Attack | Reduce vulnerable points on a network
Surface

\




Accessing Security Risks

Risk Assessment

Vulnerability Threat Assessment
Assessment

Risk Analysis

Risk Resolution

Vulnerability Management




Information Security Process

1. Assessment (risk also)
2. Policy
3. Implementation

4. Training
5. Audit




Assessment

Policy

_ Audit
mplementation

Training




Assessment

B 1155192900919 LwsEuY

- Idesasiialunsnstasay i Reﬁnq, Nessus, NSteaIih,
Languard duew

® 1sshsnadaslnd ludunaulfia

- l9/Gap analysis Ansensuaziuadadeluil

I v 6
- Qﬂﬂ'ﬂ%ﬂ‘iWﬂa%ﬁ'\‘iﬁ%mﬂ
a ' [ v 6
- wmmm’mtﬁmmamwaﬁu

- unsthunufiuasarsunnan iinanzau




weine (Policy)

B o padheaati leandavhunwnwlussdunlemng delficaos
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mahlly (Implementation)

® s lrnusasnudymindasiinedsunlfauunnliiuads

| A ¥ a a & a
agidna wefinnamasiimsifeunaunn 3 haunazinig
MywAsEAUANNEATY HSuRazey saadsiisaulums
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msdamsausy (Awareness Training)

< a va '
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Audit

° { o [~
® fsauluns Audit nnqdl wavhmsasaade
dmnqaahu?]u‘lﬂmuﬁm‘lﬁ’ laamstseisinmg
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FIREWALL




FIREWALL

w2 Ussomlvajde

1. Personal Firewall (Host-based) & Firewall 7
oduazilosuamzirsasiivhmafiads endhathagu ZONe Alarm wia
pRazsnnnarLuLfiEmsedu 1w WINAOWS iiusii

2./ Network Firewall (Network-based)
Firewall dssnnfifinsilessuis Network sndnaghasy

Software: IPCOP (Linux), Ubuntu, CentOS

Hardware: IRONPort, Juniper, Radware,
Fortigate udu



The Need for Client Firewalls

'Which clients need firewalls?

¢ LAN clients
¢ Desktops with modem connections

¢ Mobile clients




Windows Firewall

N

On by default v"| On with no exceptions

[ . .
Boot-time security | Windows Firewall

l exceptions list
Global configuration and v Muttiple orofil
restore defaults M s ip'c PIOILES

v'|RPC support
Local subnet restrictions [

v Unattended setup
Command-line support l support




%= Windows Firewall

GeneraII Exceptions Advanced

— MNetwork Connection Settings

Settings.

Area Connection

Local Area Connection 2

Windows Firewall is enabled for the connections selected below. To
change settings for an individual connection, select it, and then click

Settings

— Security Logging

You can create a log file for troubleshooting purposes. Settings

~ICMP

With Internet Control Message Protocol [ICMP), the
computers oh a network can share ermor and status
information.

Settings

— Default Settings

To restore all Windows Firewall settings to a default
state, click Restore Defaults.

Restore De

%= Windows Firewall 1

General | Exceptions | Advanced |

Windows Firewall is helping to protect your PC.

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through a network or the Internet.

@ {+ On (recommended}

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions
tab.

[” Don't allow exceptions

Select this check box when you connect to a public network in
less secure locations, such as restaurants, hotels, and airports.
Any selections on the Exceptions tab will be ignored.

@ " DIff (not recommended)

Avoid using this setting. Turning off Windows Firewall may make
this computer more vulnerable to viruses and intruders.

What else should | khow about Windows Firewall?

ows Firewall Configuration Options

|

| 0K I Cancel




Type of Network Firewall

Packet Filtering
- Work on Layer 3(OSl)
- Complicated to setup

- Work directly Example if set deny to use web, everyone
can not use.

= Stateful Filtering
- Work on Layer 4(OSl)
Easier setting more than Packet Filtering
- Decide about behavior of attacking and lock.

Application Filtering
- Work on Layer 7(OSl)

- Easily to setup

- Intelligent working Example we can set someone allow
access web and someone cannot.

Remark: IDS and IPS work on Layer/




TOPOLOGY OF FIREWALL

»Edge Firewall (Bastion Host)
»3 Legs Firewall

= Front Firewall

»Back Firewall




Edge Firewall (Bastion Host)




Resources to Protect with Network Perimeters
Security

Attacker Threat Example

An attacker runs a series of port scans
on a network and creates a network

External In.formatlon diagram and vulnerability list.
disclosure o .
The attacker uses this information to
systematically attack the network.
An employee opens an e-mail from an
. external Web-based e-mail account that
Denial of : :
Internal contains a new worm virus.

SErvice The virus infects the internal network

from inside the perimeter.




3 Legs Firewdall

ark: Company and Internet not connect
tly. But we use DMZ as bulffer..



BackFirewall & Front Firewall

Back Firewall Front Firewall

ark: Company and Internet not connect
irectly. But we use DMZ as buffer..




Methods for Securing Network Perimeters

Type Description

Bastion host

Three-pronged
configuration

Back-to-back
configuration




ewall Configuration Options for Internet Access

Is the...
User allowed access?

Computer allowed
access?

Protocol allowed?

m@&ﬁ

Destination allowed?

Content allowed?

F|rewaII s SsS=

Proxy Server }




Firewall Access Rules

Types of access rule elements used to create access rules are:
¢ Protocols
¢ User sets
¢ Content types
¢
¢

Schedules

Network objects

Acceymles always define:

« Destination network
[m Allow J « Destination IP

« Deny « Destination site

an action on traffic from user from source to destination with conditions

« Protocol « Source network « Schedule
« |IP portitype « Source IP « Content type




. IPCOP

| IPCop.org :: The bad packets stop here! - Microsoft Internet Explorer

J File Edit ‘iew Faworites Tools  Help

J ‘= Back ~ P

J Address @ htkp: ffipcop.org

J Lirks **

J I@-Sn

aglk |§"

.buwnluads }ress

Welcore |

Menu

Horme

Mission Stakernent
In the Press
Donations
Downloads
Screenshoks
Addons

IPCop Art

Suppork
Documentation
FAC

Suppork

Website
Members Lisk
Recommend Lis
Search

Topics

IPCop Wik

.ku ppDI"t

I!"III IPCop 1.4.15 released

Plop

This release is only bug fixes and completed
kranslations For greek, spanish, vistnamese
langs,

Bugs introduced in 1.4,14 are fixed,

Az usual, this wersion can be installed as an
update from previous w1,4,x

wersions of with a ready-to-go IS0 ar ush
bookable images For a Fresh install,

Files are awailable on 'IPCop’ package ak
Sourceforge

fedsl package is unchanged from 1.4.14

mdSsums

for i3586 machines

feTelcfa0teseed FS4c3a3009fdof S3a ipoop-
1.4, 15-FrdsLiRAA. Fz

2524945
Reads

May 24, 2007 - 04156 AM

Sourceforge Project

@ Tracker

- Bugs { 40 open / 640
total )
Bug Tracking Systerm

- Feature Requests { 241
open / 416 tokal )
Feature Request Tracking
Svskem

@‘ Mailing Lisks { 5 mailing
lists )

CwWE

CH cvs Tree { 2473

commiks, 902 adds ) ﬂ

FTF

-1 e
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IRTUAL PRIVATE NETWORK




Why we need o use VPNIII

‘Q
Dial in but use

Public IP
of VPN Server

S

Can not sniffe

bcos of encryp
data already!!




uidelines for Determining Hardware
equirements for Remote Access

Component Guidelines
: € A dial-up remote access server must have a
Dial-up ) :
. modem or a multiport adapter, and it must have
networking : :
access to an analog telephone line or lines
& For interfaces on the public network, use IPSec
VPN
accelerator network cards
CPU & Increase the available processing power to
increase throughput
& If you do not need to handle more than 1,000
RAM concurrent calls from remote access users, 512

MB of RAM is adequate




VPN Server Placement

Internal
resource

VPN Server

Firewall |

Internet

/To allow PPTP connections, enable:

¢ TCP Port; 1723
¢ Protocol ID; 47

'!'o allow L2TP/IPSec connections, enable:

¢ UDP Port: 500
¢« UDP Port; 4500
K Protocol ID: 50




VPN

= PPTP encryptin TCP Layer but not

secure 100 % because of hacker
can see IP of VPN server

» | 2TP/IPSec encrypt in IP Layer but
need to use together with IPSec

= SSTP

= |KE



Guidelines for Resolving Remote
Access Deployment Challenges

-

)

Understand your remote access scenarios, security
threats, and the tradeoffs between them and your
organization’s needs

Anticipate technical challenges, such as installation
routines and distribution of CD-ROMs

Anticipate and manage evolutionary changes in the
technology

Actively manage employee education and
communication

RN

Ensure alternative access for users of hardware that
does not support EAP-TLS




What Is Network Access Quarantine Control?e

o
Network Access Quarantine Control

¢ Provides protection when users in your organization
accidentally reconfigure key settings and do not restore
them before connecting to your network

Quarantine mode

¢ A set of network restrictions that are configured in IAS and
implemented by the remote access server for each
connection




How Network Access Quarantine Control Works

Quarantine-compatible access client:
CM profile that contains a script and
a notifier component

10

MS-Quarantine
settings removed

Notification

.

Quarantine
Resources

DNS Server

Web Server

Quarantine
settings

Accounts database:
Active Directory ; 2

t —@ — 4 Quarantine-compatible

Quarantine-compatible
remote access server:
Windows Server 2003
with RRAS and
listener component

9 RADIUS server:
Windows Server 2003

wet/ 3 with IAS service

I

File Server

Quarantine remote
access policy




Domain
controller

(

1
m

VPN clients network

-

Quarantine remote
access policy

ISA
server

DNS
server

File
server

ow VPN Quarantine Work?e

uarantined VPN
Clients Network

Quarantine script
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readts to Secure Data Transmission

Denial of

Service
Packet
Sniffing

Spoofing




enefwvifienTsinenumaia

9 =

doyai lulimsdnsda denseq

9

. 1 Y o 1 9 A
Ciphertext YoyanuMIITHe 1u lynatau
- Dynamic L"]%‘L! RSA, MD5
- Static !,Gﬁ H DES, 3DES
1 ith A 9 d' (= 9 (Y] YA 9 v é a =1
Algorithm Aomslasdoyanind hiimsnsdaldinmansda vilauuinee 19zl
naemnaln
A9 A o o) A Y o 2 Y AN 1 Y o <
Key Aodoyagain lglumsneasianndeyaiisiailudoyai lusva sauds
AT A
. A Yy o 9 AW 1Y
Encrypﬂon/ AoNIzUIUMT IuMsnsiadoyan s
. 9) [
Decrypti A 39UTINNY Encryption

\rypt%raphy

3 A A o a o Y 9 9 Y
uaadenmmstatiaveyanismsnsve

\\p/ogmher

A AAq Y
ADYAAANT 1% Cryptography

Jd 9 A A 1
(AFIZH I Cryptography b9 1% Algorithm NI ANHI 0 12

“SF

C\knalysis
Cry &yst

I 9 1 1 A 1 A 9 <2
W UALLIN HAZTZYI Cryprography 1ANUANIUDDULD HIDIYULLS

\
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What Is SSL/TLS?

"SSL and TLS

¢ Provide session encryption and integrity and server
authentication

« Enable clients and servers to communicate in a way that
prevents successful eavesdropping, tampering, or
message forgery

¢« Reside at the transport layer of the OSI model

Cryptographic features

¢« Authentication
¢ Confidentiality

¢« Message integrity

(&




Symmetric Key

Look like Preshare- Key...

Sent data = ‘ABC’ ‘ Receive="ABC’



Asymmetric Key

User Private Public
userl ?? yellow
user2 ?? Red

igital Encryptio CA 727 Blue

A:Red (Pub of User2)

er2

: -

Sent data = ‘ABC’ ‘ Receive="ABC’

serl user2




Asymmetric Key

User Private Public

userl ?? yellow
user2 ?? Red
Igital Signature Blue

hPrlvate Userl

: -

Sent data = ‘ABC’

Recewe—‘ABC’

serl user2




What Is a PKl¢

helps to secure communication and business transactions

%

%
The combination of software and encryption technologies that }

Requirement PKI solutions

Confidentiality | Data encryption

Integrity Digital signatures

Hash algorithms, message digests,

Authenticity digital signatures

Nonrepudiation | Digital signatures, audit logs

Avallability Redundancy




Certificate and CA
Management Tools

Authority

Certification |

Components of a PKI

AlA and CRL
Distribution Points

{

WA A

Template Certificate

Certificate | ‘ Digital

Certificate
Revocation List

Public Key—Enabled
Applications and Services




Applications That Use a PKI

Digital

: Smart Card
Signatures

Logon \

Encrypting
File System

Internet
Authentication

Windows 2003
Certificate Services

Software

Software
Code Signing
Restriction Policy

IP Security




unts That Use PKI-Enabled Applications

\ Computers

Services




w Applications Check Certfificate
Status

Process Action

Collects CA certificates from
1 cache, Group Policy, enterprise

policy, applications, and AlA
Certificate discovery URLS
Validates the certificates in a
@ 2 | certificate chain until the
certificate chain terminates at a
Path validation trusted, self-signed certificate

3 | Ensures that no certificates have
been revoked

Revocation checking




ertificate Enrolilment Using a Web-Based Interface

Connect to
1 | http:/[ServerNamelcertsrv using a

2 | Click Request a certificate

— browser

hitpH/ServerNam elCENisT;

hitpH/ServerNamelCeNisIv;

Request a certificate

<

/ [

Select the type of certificate
you want to request

Install the certificate

Name: Tony

Company: Contoso, Ltd.

CENISIY] @r \

identification

Enter or verify your




Client Certificate Enroll

Address @ https: ffservarll frertsref

Microsoft Cedificate S es -- CA_Domaindl.com

Welcome

Ise this Web site to request a certificate for your Web browser, e-mail client, or ather progi
certificate, you can verify your identity to people you communicate with over the Web, sign ¢
messages, and, depending upon the type of certificate you request, perform other security

You can also use this Yyeb site to download a cerificate authority (CA) certificate, certificat
cerificate revocation list (CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select a task:
Eequest a certificate
Wiew the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

» By Use |[E > http or https:\\CAServerName\certsrv
Log N dasmalt User enlmiasmeadeu

Request Register > Next lusay aslifios:



CA Commercial

ns, and Information Services - Micros

=] 5
Favorites  Tools  Help |
§=Back -~ = - at | Qhsearch [GlFavorites S Media @%%v = - ey

Address I@ http: e, verisign . com/ j Go |Links >
USHome | Worldwide Stes  a |

Solutions Support About VeriSign

Buy SSL Now Speed to Marl
INTRODUCING... Bu‘; _ P
VeriSign® Log Management Service Bl | iricion ancties
............................................................. ® BUY payments new wireless
A fully-rmanaged service to collect, analyze, services, such as
store and alert on application, host, and TRY  Free SSL Trial Eﬂgﬂ;:taedfer:;mln
network device log sources. RENEW Re N an e
Learn more == new Now Success Story »>

C @& sslinth B |

Information Services Communicati
enable relevant, real-tirr enahle the de

© support  [@ msthsmduuazn® S Aesian W) whgseun

et wAY 0-2912-2558 1315 24 Faue

aalulguasian

SSL-_IN_TH Home wfzuwisu SSL  Digital Signing Certificate  wa3aviia  SSL Checker sawwane

News and Events Learn About - -

= Mews Corp. and VeriSign = Secure YourWeb Sen . \ “ = 3 ,‘:
Announce Joint Yenture the Strongest SSL Er L -_\ T

* YeriSign Introduces Log = Two-Factor Authentic : X -~
Management Service aTDtg_I Cost of Owne - & u

e« ‘eriSign and Oracleto Deliver ~ ® Prioritize Threat Resy - 7 48
Mabile Alerts Security Risk Profilim

Jamster!

J WIRUSN1S SSL dudurdvuavUs:tnATng
@

/Smntec~ @ Entrust Othawte: Geotrust I RapidSSL (Qdigicert GECTIGO = GoDaddy @ Globalsion

i —




Why we use HTTPS automatic..

Certificates ed

Intended purpose: I::F'.II} j

1thrities |
1

Certification
Issued To | Issued By | Expiratio. .. | Friendly Mame | il .
E Thawte Server Ca Thawte Server Ch 1112564 Thawte Server Ch I n Stal I S aI re ad y

=l Thawte Timeskarmpi,..  Thawke Timestamping..,  1/1/2564 Thawte Timeska, ..
EluTh - DATACorP SGC UTH - DATACarp SGC 2506/2562  UTM - DATACGHp. ..

EuTh-UsERFirst-Clie,..  UTN-USERFirst-Client: ... 10/7/2562  UTM - USERFirst-... Wh e n u I n Stal I

EuTh-USERFirst-Har,,,  UTN-LSERFirst-Hardw. .. 10§7/2562  UTM - USERFirst-..,

n
EJUTN-USERFirst-Net, .. UTM-USERFirst-Metwa,.. 10/7/2562 LT - USERFirst-... WlndOWS
" E BN

LITN-LISERFirst-ObjEEt UTN-USERFirst-Cbject 10j7f2s62  UTN - USERFirst-..,

YeriSign Commercial. .. Verisign Commercial 5. ..

'u'eriSign Commercial,.,  WeriSign Commercial 5., 812547 Werisign Cammer, ..

\etisign Commer., ..

o

Impatt. .. Expart. .. Remaove Advanced. .. |

— Certificate intended purposes

Secure Email, Code Signing

Wigs |

Close




Overview: CA Commercial

User Private Public

)E User 77 yellow
Webserver ?? Red

CA 77 Blue
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IDS & IPS




IDS & IPS

@ { o 6a ad I
-Lﬂ%ﬂﬂtﬁﬁa% Wl 5Un ﬁ?l']ﬂ']‘i@]‘i')ﬂ@l‘i']@Lﬁ@lﬂ']‘imwﬂﬂﬂﬂﬁﬂg

‘L A dd e 0 0 v A

A8 b 49 nganLle IDS ATNINITATIAAT LLASNINIFLLAILA DTS
[ g 1Y G 0 [ (3 A

W% AN IPS ATNINIFIEATIAANT LbaZ NINIIUAIN 1419

IDS > Intrusion Detection System
PS > Intrusion Prevention System



Mode s IDS

» Noftification > shmsudadon
®»Shunning > liusadan wa zé’dﬂauﬁiﬂﬁm&u
»Deception > salild Honey Pot

awginssnzas Hacker Tmazyhatalssaly )




Mode ans IPS

» Session Termination > unisn Session #ilaaé

= Network Configuration > snsusuidfeuen
Network Config ( Firewall etc. )

» Deception > &l Honey Pot




aheaas DS & IPS

s software based ws: hardware based

=»Neitwork Base/Host Base
» oiiauas IDS/IPS

»Signature-base IDS/IPS
» Anomaly/Statistically IDS/IPS
» Artificial Intelligence IDS/IPS




mavhaweas 1IDS & IPS

® ovhnisasaagay Packet finmsisimesas lagazyiinissis
duw pattern w3 signature assiusenlafissyidnaine
NanG

- S2UULATAAYNIUTIAS

-IDS ﬁ'aw‘imusam%uwswﬁaaq Packet ssuua

- Harddisk #asawalugiiiavimafiu Log

- ﬁ’aaﬁng‘lumsﬂsaa LRSS updcﬂe CHIGHE




Example IDS (Software)




Example IDS (Hardware)
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WINDOWS BEST PRACTICE




Components of Client Computer Security
Client Security Defense In Depth

Software Updates Apply software updates to keep systems
current

Password Best Use strong passwords across systems to

Practices restrict access

Data Protection Back up, encrypt, and restrict access to
data

Application Security Deploy, configure, and restrict application
software installation

Client Management Use Active Directory, templates, and
policies to enforce security

Mobile Computing Implement policies and technologies to
secure remote and wireless access
Antivirus / Anti- Install and maintain antivirus software to
spyware help protect against malicious code
Personal Firewalls Configure hardware devices and/or

software to help protect perimeter




Hot Fixes, Service Pack, Patches

» Hot Fixes > s2nsn Realtime Order siaudlavda repair aa
daslwifliindu
» Service Pack > Set of Hot Fixes

» Paiches > Temporary Quick Fixes > Skip
alFunction




enefits of Update Management

Benefits of effective update management include:

¢ Reduced down time
¢ Reduced cost
¢ Reduced data loss

¢ Increased protection of intellectual property




Software Vulnerability and Exploit Timelines

\

—

[ Most attacks occur here }

—

Product Vulnerability| Vulnerability| | Update made Update deployed
shipped discovered | | disclosed available by customer

Malicious Days between f )
software attack | update and exploit DayS
Nimda 331 between
SQL Slammer 180 \ update and j
Welchia/Nachi 151 exploit have
Blaster 25 decreased
Sasser 14

I@
\\



Components for Successful Update
Management

: Project management,
:==55 four-phase update

\anagement process

Effective 'Processes

People who
understand their roles
and responsibilities

Technologies / <,
Effective
Operations @ U ﬁ‘
M

Products, tools, automatiov




Web Site

Automatic

Updates

Server Running
Windows Server
Update Services

Test Clients

icrosoft Internet Explorer

Welcome
o Mi ]

icrosoft Update

computer up to date

updates for Windows, your programs, your

What Is Windows Server Update
Services?e

Microsoft Update

Internet



hat Is Automatic Updatese

(Automatic Updates is client software that:

¢ Communicates with Microsoft Update or WSUS
¢« Downloads and installs updates

Configuration .
. Description
option
Notify for download User is notified when updates are ready
and notify for install to be downloaded
Auto download and User is notified when updates are ready
notify for install to be installed
§ e downloa.d Gl Provides the ability to schedule the install
schedule the install




WSUS Process

-
Server-Side Process

N (O

-

{ 1. WSUS runs

scheduled synch } me—

1

2. Testmg’?
Yes?

ﬁ Test new

packages

1

3. Admin approves new packages

Client-Side Process

1. Automatic Updates
on client checks WSUS

2. Is Administrator logged on?

Yes? Administrator
sees status
balloon, can defer
installation

3. Scheduled install job begins

Yes?
4. Do any packages === System restart

require a restart?

No? 5. Automatic Updates
waits for next
scheduled check

\\



WSUS Deployment Scenarios

* ) Microsoft Update

Firewall |
s Regional Client
N Computers
. Independent
L/ WSUS Server
O“.' "l
3= “!' Remote Office
~ . 3! !.? Client
| . . Disconnected = Computers
Main Office WSUS S
WSUS Server erver
Main Office
_ = Client
Replica N Computers

WSUS Server




Security Settings

'ii Group Policy Object Editor

File Action Yiew Help

B I mMNaaIe 1A € [BE| X B2
. . _E—j Defaulk Domain Policy [s2102-00] Policy [
= Account Policies # @ oo Corforen
L4 LO C O | P O | i C i e S EI.I?—nii:?pstj?{;ttizgtilp,l'Shutdnwn}
(SRS Security Settings
» Eve nT LO g -- FgE Account Palicies
. Local Policies
- e S -I- rl C Te d G ro U p S :\;itnrticl;:za (Groups
System Services 3R e Soes
. @ File Swskem
» R e g IS 'I' ry - wireless Network (IEEE 802.1
. D Public Key Policies
® File System 518 1 Socury s st

» Wireless Network (IEEE 802.11) Policies
» Pyblic key policies

» Software Restriction Policies

» |P Security Policies



mple Policy: Set Account Lockout

_E—j Default Domain Policy [SERYERDL . domain01 oo
EI@ iZomputer Configuration
- -1 Software Settings
=[] Windows Settings
-~ [E]) Seripts (StartupfShukdown
= Er Security Setkings
EI@ Account Policies
- -2 Password Policy
42 account Lockout Policy
: =& Kerberos Policy
Local Policies
Event Log

- B =

Policy  #

Palicy Setting

.ﬂ.ccnunt lackouk durakion
.l!'.n:n:cnunt lockout threshold
Fleset account lockout counter after

30 minutes
5 invalid logon atkempt
30 minutes



_E-j Default Domain Policy [SERVYEROL . domain0l . cr

EI@ Zamputer Configuration
[+-|_] Software Settings

[% |:| windows Settings
=] scripts (Startupfshutdown)

4= Security Settings

: Account Policies

- 28] Local Policies

- - de] Audit Palicy

=] |lser Rights Assignment

B3R F o ecurity Oplions
I ﬁ Event Log
- Restricted Groups
@ wskemn Services

L

F'I:I|IE':.-' ¢

xample Policy: Don't Display Last username

| Palicy Setting

.Interactive logon:

Do not display lask user name

'@Interactwe logon:
Interactive logon:
Interactive logon:
Interactive logon:
Interactive logon:
Interactive logon:
Interactive logon:
Interactive logon:
Min:ru::s::nl‘t network client: Digikally sign communication. .

Min:ru:nsnft network client: Digikally sign communication. .

Do nak require CTRL+ALTHDEL

Message kexk for users atkempting. ..
Message kitle for users atkermpting ...
Mumber of previous logons to cach...
Prompk user ko change passward b ..
Require Domain Conkroller authenti. ..

Require smart card
Smart card remosval behaviar

faot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mok Defined
Mot Defined



asuftRdmsy Software Restriction Policies

DD _
=D_

N

» 9 GPO winéwiv Software Restriction Policies

®» o500 SOftware Restriction policy rewdimmmalunasiamosaun
® easmaunly SOftware restriction policy bifwualsayananau
» 5 lumsmmenloune bigedenidu Safe mode

®» Hieimsfernsashouwiu Software Restriction Policies liiganysfis
afe mode uasfansausmy AAMINISTrator Awdsswnlauleme uassi
Gpupdate.exe, ya uasfonaaulms

¥ Software restriction policies lwasatumsmmun ACCESS
Control settings

» |7 Caution deimstmua Default setting i Disallowed



w.clsecurity.org/benchmark.html

C @ cisecurity.org/cis-benchmarks/ ™ N 0O 2

@ CIS Benchmarks”

With our global community of cybersecurity experts,
we've developed CIS Benchmarks: more than 100
configuration guidelines across 25+ vendor product
families to safeguard systems against today's evolving
cyber threats.

DRDAN RAKOSKE
ENICH TECHIGAL PROGJCT WAL

Join a Community

Overview of CIS Register for the Webinar CIS Benchmarks FAQ
Benchmarks and CIS-CAT Jul 12, at 10:30am EDT

Demo
‘Tue, Jul 26, at 1:30pm EDT

Access all Benchmarks -3

Currently showing ALL Technologies. Use the buttons above to filter the list.

Benchmark
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WIRELESS BEST PRACTICE




t Are the Benefits of Wireless Networks®e

Business benefits

« Mobile users save time and effort a with transparent
connection to the corporate network

¢« Users can use e-mail, electronic calendars, and chat
technologies when away from their desks

Operational benefits

¢ The cost of provisioning network access to buildings is
substantially lowered

¢ The network can be easily scaled to respond to different
levels of demand when the organization changes




ats to Wireless Network Security

Security threats include:
4 I
¢ Disclosure of confidential information

¢ Unauthorized access to data
¢ Impersonation of an authorized client
¢ Interruption of the wireless service

¢ Unauthorized access to the Internet
¢ Accidental threats
¢« Unsecured home wireless setups

« Unauthorized WLAN implementations
\ /




Wireless Network Standards

IEEE Standard Frequency Maximum Bandwidth
802.11a 5 GHz 54 Mb/s
802.11b 2.4 GHz 11 Mb/s
802.11g 2.4GHz 54 Mb/s
802.11n 2.4GHz & 5 GHz 600 Mb/s

802.11ac 5 GHz 7 Gb/s

802.1X: Defines a port-based access control mechanism of authenticating
access to a network and for managing keys used to protect traffic




|[EEE 802.11

»802.11 Gaciad 2 MBps 712.4GH

» 802.11a &ade?t 54 MBps 7 5 GH
»802.11b &acedt 11 MBps 7 2.4GH
»802.119 Gadafl 54 Mbps 712.4 GH
»8302.11n > 600 Mbps

802.11AC >>
»802.11AX >>



802.11 > WiFi

Advanced

Metworks to access

(%) Ay available network, [acces: point prefered)

al 1
» &I@%lﬁﬂﬁi‘ﬁ&lﬂ () Access point [infrastructure] networks only

D Ad hOC () Computer-ta-computer [ad hos) networks only

Automatically connect to non-prefermed netwiarkz

= Infrastructure

» F9qansdudumsunisans |
SSID

= Network Key (Security) > WEP (Wired
Equivalent Protocol)

» Authentication
» Encryption

Cloze




AdhocC

PC2 PC3

PC1




Infrastructure




Nireless Network Architecture

BSS

STA

BSS

STA

STA




SSID

Calle/DSL Gad emay Rovder Selivh U!l.Lo[_\,'

Wireless

Wireless > Channel and SSID

Channel and S50

Security
To make changes to the wireless settings of the ro

5aEs SEEess (FEl Changes" to save the settings. More Info

MAC Address Cortrol
Wirele=ss Bridge
Restart Router

Restore Factory Default

Wireless Channel =

55ID =

Wireless Mode > S4G-Auto v

Off «

SavelBackup Seftings

Restore Previous Settings Broadcast SSID > More Info

Firrmware Update Protected Mode > More Info

System Settings

Turbo Mogé |Frame Bursting mode|

A LAN > More Info - Microsoft Internet Explorer
Broadcast SSID

It is possible to make your wireless netwark nearly invisible. By turning off the
broadecast of the SSID, your network will not appear in a site survey, Site Survey is a
feature of rany wireless network adapters an the market today. It will scan the "air"
for any available network and allow the computer to select the netwark from the site
survey, Turning off the broadcast of the SSID will help increase security,

USE as Access Point
Wwhen using the Router as 4
Access Point, This IP addre
will be connecting it to. To
type in the IP address in th

- Wireless Metwork Connection Properties |E||z

General | Wireless Metworks |Advanced|

Usge Windows to configure my wireless network settings

Protected Mode
MOTE: In rmost situations, b
Mode OFF, If you are opera
interference, best performd

Available networks:

To connect to, disconnect from, or find out more information
about wireless netwarks in range, click the buttan below.

Turbo Mode

Selecting "Frame Bursting”
function in frarme bursting
G02.11q rodes. Frame Bu
and non Frame Bursting en
based on the unreleased §

Wiew Wireless Metworks

Prefermed network.s:

Automnatically connect to available network s in the arder listed
breliae:

4l bellin5dg [Automatic]
SMC [Sutomatic)
A& ITC [Automatic]

towve up

tMaove down

Selecting "Off" will disable

Clear Changes

A EGAT [Autamnatic)

Apply Changes

[

Learm about zetting up wireless network
configuration.

Add..

H Remaove H Properties l

0K H Cancel ]

/
&) pore

\\Qccess Point

C

%.J Local intranet

omputer
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Home| Help| Logout

Wireless > Security

Wireless

Channel and 5510

Security

Use =5 Access Point Security Mode |Bdhit WWEP V| More Info
MALC Address Cortrol

Wireless Bridge

| — e [

Restart Router Agzaciation |.~’-‘n.uthenticatinn | Connection |
Restore Factory Default O Key 2 | | | | | | | | |:
Save/Backup Settings |: MWetwork name [S5I0]: |belk|n54g |
Restore Previous Settings O Key 3 | | | | | | | | ‘wireless network key
Firrmemre Update
) O key 4 | | | | | | | | I: Thiz netwark, requires a key for the fallowing:
System Settings
{hg= digit pairs) Netwark Authentication: |D|:nen V|
['ata encryption: |WEF' - |
To automatically generate hex pairs using a P
check the box on the left and input the passph MNetwork ke renen |
PassPhrase Jacker Canfirmn netwark ke |uuu |

Apply Cha F.ey index [gdvanced):

] The¥ey iz provided for me automatically

r Changes

hiz iz & computer-to-computer [ad hoo) network; wireless
access points are ot uzed

/] [ Ok ] [ Cancel

@ Daone

ccess Point Computer
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Wireless » Security

Security Mode

[ obscure PSK

\\

WRAFPSK (ho

Encryption Technique |TKIF % | pefal
Pre-shared Key (PSK)

WPA-PSKE (no :
Wireless Protect
Key: The kev is
word, phrase ar
The key must b
long and can inc
client that conne
same key (Pre-:

WPA

aoneaur RADIUS Server vw3s NO RADIUS

Yaoanurd ¥ 09a

Wireless > Security

Security Mode \WPA fwith Radius Server) v |

WPA {with server)

Advanced Setting - Wireless Protected Access using a server to distribute keyvs ta
the clients: This option requires that a Radius server is running an the netwaorls,
More Info

Encryption Technique |[TKIP

o B m |
Radius Server

211
Radius Port
Radius Key ||||

Re-key Interval (800 {ssconds)

Clear Changes apply Changes



winanutlaasdeln Wireless ¢a MAC Address List

Wireless » MALC address control

Mac Address Control is the ability to set up a list of clients that you want to allow or deny
access to the wireless network,

® allow O Deny O pisable

O0:10:11:15:55

Y 9 9 |
@ 1511 bams1zaa lus1en1s

o

00:10:11:15:55




RADIUS Concepf

Port 1812
seyvane [P Address (C>(<3, >%>C)
Maiaals Radius key / =
sey User A
RADIUS Client "
RADIUS Client

RADIUS Client



Wireless Security..

nski broad cast SSID
= nsld WPA v.2 (AES) siashanviins encryption

®» JJudesiims authentication &a s:y user waz password
\Wathmsudh 19

remark: d'mama microsoft v Cisco anastuiiasan N11551%
nand >>> Radius (microsoft azdla vinsfitesr Radius

server)
>> udflwlususasmsid standard >802.1X
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