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#avalun1sausy Day 1

ANTINTTNUVDITTUULAT O BAZ ST UUABLTIADS
msv‘i'muuawﬁwﬁsuaaLLﬁiasqﬂﬂizﬁuizUULﬂ%ﬂw
msv‘i'muuawﬁjwﬁsuaqLwiasqﬂﬂizﬁ%’ﬂmmmﬂaamﬁﬂuizwLﬂ%aszhs
mMsTheuLasmnTiveaiewLae (Server)

NTUABURNADT 2560 UIATINITUAZUNAILNY
L'%w%msﬁwm&a@ﬂuuéas Layer 984 OS| Model 7 Layer
mnuﬁmﬂagmiwu Network Tngansds OSI Model 7 Layer

O N o A LD -

A1TOBALUUTEUULASBYEUY 2-Tier, 3-Tier, Star, Mesh and Hybrid
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#avalun15ausy Day 1

9. SEUTUATPRNLUUNTWRNNBYRedyyIaATavIsluluUAg 9
10. 138u3 Basic Network Cable uag Technology Tunisiteune
11. L‘%ng IP Address Version 4 LUssau
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#atalunisoausy Day 2

1. L%Uu%ﬂﬁﬁ']ﬁu%’e)\ﬁSUU LAN Switching

2. L%Uu%ﬂﬁﬁ']ﬁu%’e)\ﬁSUU Routing

3. M39ONUUUIEUULASY LAN (1eaviawuuiiany) was Wireless (1ASav18LUU
Isane) luesans aunne 9

4. PM59RNRUUsEUUANLUADAABY83T UL LAN (n3avsuuuiians) uas Wireless
(wiovsuuulsans) Tuesrns wwiams 4
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#avalun1sausu Day 3

1. MIBONLUUITTULIATEE LAN warszuuaaaonde (aiovisuuudans) T

B9ANT VUIAAN 9

2. MIPENLUUTTULIASDU1E Wireless wazszuunnuuaenss (Asevawuuls
ane) TedAns YRR 9

3. JEuskariATEMITNuTesEUUA e ELazaaendeilneenuuy

VadpazNaN
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AMNSIUNTITNIIUVDITLUULAS DV AZADNNANDS

UszinanuidunvasszuuLaIang

- fefudaunlugnasasiudu sumwaui%nmgma Tud a.e. 1960

- low ﬂivwiaﬂﬂaﬂmﬂsummmﬁaLm‘m Lﬂumﬂamsvumﬁuummﬂ

- 1A%9n15 ARPAnet %38 Advance Research Project Agency net

- Tudaa 1983 laflnisih TCP/P Protocol %3e Transmission Control Protocol mi‘zjﬂmauwamasm
wadluszuuidundausn ﬁ]‘uﬂi‘ﬂ\‘ﬂﬂﬂmEJL‘ijuu’l(ﬂi%’lu&[,umiﬂﬂﬁ]a&[,u%UULﬂSE)‘U’lEJ%]ULG]@?LUW&J’]‘\]UM
Jaglu

- il aa 1986 Smrvusdelaa (Domain name System) LwaaswmumauaiuLmavmiama uag
To 1sP (Internet Service Provider) ‘Lumsﬂmmmwamammmutaa

- Ussellnedil Intemet Tuil w2530 Tapi3ud sminendtasatuasuns e nunmalue (Prince of
Songkla University) wazlamunmeiiios sunanewiu syuu Campus Network
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AUNUYVDITZUULATDUY

fa N13fAnnedpaIsretgUnIunasTlanIeIsN15019 Lasaemalulagnieqiuly nqu
vasnauiinesusegunsadeansylianie q Mhwndeuneiuiielnylvlunieviy awnse
Aanedeans uaniudeuveya uarlvgunsaun q saudulueienisla feg1svesasaue

Msrruae loun Leseevadlnsdng w3aviun1 ey 1A3eVIeBULMDILLA
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* SEUULASEUBLUULUALULS (Baseband) %Lﬂumi?iaa'ﬁ%aaﬂaﬁmaﬁ@mm
wsafnandlunsamudyaaausaadafiomidyaialunawasls
ynilaniiy ‘ﬁuﬁaqﬂﬂsaﬂﬁi%qmmaé@mmiwmmfu%ﬂiaumaq
%aqé’mmﬁmﬁgﬂwmhaaﬂﬂiajgumhimmsa%aﬂ%ﬂmlﬁyma Froensdidiula
'Yiﬂﬂa suwimﬂwm Lf]umu Fennsdeanssyinereuinesaunnaziiums
aammwmmwum immm'ﬁaamﬁumwﬂammmaiﬂuaﬂmmau q (U
P30 IRUN 9NIN)

TRAINGEX ,

11/2/2023



n138es1sUayalusEUULATaUNY
STUULATDUIYUWUULUELUUALLAZUITDALUUA

* SEUUIATIYIBLULUTEALULA (Broadband) agmsaumifuluaLuLn Tufeay
Lﬁumi?iami%auaﬁﬁanmﬂumiéqmuﬁmmmam'ﬁaﬁwmaﬁéaqﬁmmmﬁ
wsew 7 fu TaglyiBuuswesmiufiosnaindu mﬂmﬂnimmq ) @3
aamﬁﬂuiﬂaisusaaqmmmaqmmmmumﬂmmm Lsuu wwmama Cable
TV eamnsnadayaaunmsontuvats o vesuumeiomsiauiontu uay
piufanunsadenvosnnuifinesnissale uny
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a 1 Y
wﬂwﬂﬁﬂﬂiaﬁﬂjaga
nsdeasveyanyadludmiuifiamenisasveya
(transmission mode) 3 sULUUY il

1Y a I~
® 1.ﬂ’1§ﬁ\1°l]'é]llﬁ‘l/lﬂ‘l/l'l\‘il,ﬂﬁl’3

£%

msaamsmamammm (simplex transmission) Lﬂumiaamimamawmawama
vt fesfenasgsurimniisureyaunfisses1adie maammsmmiaams
sua;gaﬂustﬂmumwaunaummamLaa msaamsﬁuagﬂaiuaﬂwmuu U Mssuieing
maglnsviay mssureyaTINinGaes uny

v
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a 1 v
‘VIF‘WI'I\Tﬂ']iﬂQ?J?JHa
Msdeansveyaanyasludaiulifiannsnisaveya
(transmission mode) 3 sULUUY il

2. nMydedayanasiianisaduniuy

msaamsmama‘lmaﬂﬁm%uaammmaaamu (half- duplex transmission) tu
msaamsmamam”mLLawmwmummamﬂumLLausu Immmmamwuwwumm on
msmuwumaqsaﬁlmﬁﬂmLai%ﬂaummmmmmﬂmim Tude w vazlavasnis mm;ﬂmq
Wosthaioamiiy luanansoadaneuiulalunanieatu sadunsudanisasuariu

v ' SIQ dl v
voya wu Mslyingdeans Wunu -

Direction of data at time 1
- - Q
<< - <SS

Direction of data at time 2

Workstation Waorkstation

TRAINGEX ,

fiAn1en1seedaya

ﬂ'liﬂaﬂqisllﬂua'il'lﬂNﬁﬁlﬂEJ\?NiU%J‘V]ﬂ‘V]'Nﬂ']iﬁQ‘U@ﬁJa
(transmission mode) 3 i‘lJLL‘U‘U mu

3. nMydetayanasfianiwiauiu

ﬂﬂiﬁ@ﬁﬂﬁmauaimaﬂw3aamamaaaQMﬂquw3aMﬂu GUlLdupﬂeXTxansnmsyon)Lﬁu
maaamsmauaﬁmmmua mummamﬂumama NSUW?E]@JﬂUIﬂIUL']@"ILﬂEJ?ﬂH HUAe
iu‘Vi']’NE]ﬂBJ’]EJWUQV]”]ﬂ'ﬁEN?JE]lIaE]EJ aﬂmsmmﬂaflmiaawamamamauwﬂmLaaﬂlma VLJJG]EN
5@1Maﬂ6uauammﬂau L‘UU ﬂ']'ﬁﬂEJIV]'ﬁﬁ‘W‘VI bbel e ﬂ’]'ﬁﬁUWUWNWULﬂ‘ia‘U’IEJE]NL(?]@?LUGI Lﬂumu

Full Duplex
Direction of data all the time
< - Q
%@
Workstation Workstation
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Introduction Network

Introduction Network

* A group of two or more computer systems linked
together

- Share resources

- Exchange files
* The computers on a network may be linked
through wire or wireless

TRAINEX,,

Bit (Tm) Muneysluv Ay 0 wse 1

Bandwidth (wuuain) Aie AusItunIsaveyanIussUUAsev1 Truieidu

bps/lﬁtpersecond(ﬁméa%uﬂﬁ)
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n1svineuLazniinnveusazaunsalinsatnenaunimas (Network Device)

Firewall

Bridge/Hub/Switch

=)
[
[ L]
i

Computer  Printer NoteBook

Table TRAINEX, .

NICs (Network Interface Cards)

- Wumsedilydeunareufiimesiungsyuy
- 99wy Layer 1 v89 OSI Model
- fnsdmsuedovedasuaylsans uagfidu Internal Card wu ISA, PCI, PCI-X, PCl-e

AT WUU External mnu USB L0unu

~ TRAINEX,,
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gunsalATaYIeNUgIU (Basic Network Device)

HUB

- Wugunsailydmiudenlesdyannegunsannisvawinieiu

- 99wy Layer 1 ¥89 OSI Model
- anwnsavimvuniidu REPEATER ln
- aweyakuunszae luynesesiiinnsieuneaiugunsa

TRAINEX,,

HUB

- luginsavinwihinsrans dyaaslussuuedadnalsvinnipaaiuvintu

Collision Domain

- Share Bandwidth

- Collision Domain

- Speed 10/100 Mbit/Sec.

Hub
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qﬂniail,ﬂ%ﬁzhﬂﬁug'm (Basic Network Device)

Switch

- Lﬂuqﬂnszﬂﬁi’gﬁm%’uL‘Tilau‘lmé’zyzyﬂm‘uaqqﬂﬂicﬁm%’dwavd?e?wﬁ’uvﬁmﬁmﬁ’u HUB

- vhendlusgu Layer 2 189 OSI Model upavinsusesiu Layer 3 98138021 L3 Switch

- dhandnensdenaseyaludmesnlaoenaatzas sniaunsaseyaUszav Broadcast 3o Multicast
- fimsla Mac Address Table

- 312Uzl A Managed uay Unmanaged Switch

TRAINEX,

gunsalATaYIeNUgIU (Basic Network Device)

Mac Address Table

MAC Address | VLANID | Port

MACT 10 Portl

MACL 10 Port2 P
MAC3 10 Port3

PC1 Switch Port2

@ TRAINEX,,,
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Internal Modem

External Modem

Qﬂnsaitﬂ‘%a?hﬂﬁug’m (Basic Network Device)

Modem

g91191nA11 modulate and demodulate

TLH1L1911A1791 Modulator/Demodulator

IﬂﬂLLEJﬂﬂ’]iVT'N’]UEJ@ﬂUju

Modulation Aan1siUasde 1unInea 9INLATBIRBNNILADS

o

aunslnnanedudygrueruasnuadadlumuaslngdmwm
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Qﬂﬂiﬂtﬂ%aﬁﬂﬂﬁugﬂu (Basic Network Device)

Internal Modem

External Modem

Modem

[ )

Demodulation AansiUasuaindygiaiezuiasn Alaain
anglnsdnnlunauluidudyguflnea ieawmeludunios
ABUNLADIUAIINS

o

Fyeyruanaeniamesidudayeyiu Digital Hua 0 fu 1
wi Wewdsundudygaesuiasnegluguiieaneiu

dyanalnvveddnsdun Jeasluneansnsdnnla
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qﬂﬂiaitﬂ%a‘zhﬂﬁug’m (Basic Network Device)

Access Point

Lﬁuqﬂﬂiajﬁi%ﬂizmaé’agmm Wireless
mmL%ﬁﬁuaaé’mumﬂm%uag;ﬁummgm IEEE 802.11x

i Layer 2 U84 OSI Model iilou qﬂﬂiaj Switch

mmm’l{ll Wireless Router m@z\‘iﬁﬂﬁﬁwmlﬁuuﬁ Wireless Access Point 19%1
$fndl 1 Interface fiesasuany LAN
fiszuunsdnmedasnsuidomuiisessu

ey WEP, WPA, WPA2, 802.1x Lﬂu(;u

g

gunsalATaYIeNUgIU (Basic Network Device)

Wireless LAN Controller (WLC)

WLC ‘m’maﬂﬂ’mﬂu AP via1an config N1UEA Management Controller

Transmission Power ABN1SANUARISIEIUBY AP LAALAD 11M8IN15h AP FRluiaass ¥ise aun

Roaming Aan1sla@ansaleanu Wireless lnognsmaiiloswunazinisiounaviy AP

Channel filgnufnedludsmndiazess ondl AP 3 67 Aneuvilusenitazeds 1wu AP 1 9y Channel 1,

AP 2 8¢ Channel 6 , AP 3 8¢ Channel 11:dunu
O ssa0viian conwoter | (3) 850 WLAN Coniraller ___|

5T
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gUnsallAIavneWugIu (Basic Network Device)

o
Wireless LAN Controller (WLC) e T
Kus m-m* —
RsLuj.gues‘f!us i 192 108,0.001
- o6 Accress  TeGo0iCu0:0iCcalibl
MAC Address  CO-LO:AC!TC 700
Device Virtual Uptime 05 A IIm
Maoced 103028
— | e 4
N 090010208
sca200 ‘SmarZono 100 | |Virtual Smarizone Yarien 06.0.0 baid 1725
Devices Overview 1]
P Fof APy k]
Sij‘é‘;:r'm;vc‘ie' Platform Flexibility Wi-Fi as you Grow cf Astontond Ctont Duvicen. 32
# of Sogue Devices. ]
Monitor Summary Lok ]
Summa
» Access ponts
) cisco Clean Average
) statistic
» cop foviiculons o ol Mbours)______________ 60
» Rogues ~
Clients
Sleeping Clients
Maticast
Applications.
Local Profiling
S TRAINEX
Indvidual CPU Usage  0%/0%, /1% AN}

gunsalATaYIeNLgIU (Basic Network Device)

Router

- Jugunsailadmiudesnandorenun 2 inderetuluinineiu

- yhauluseau layer 3 983 OSI Model

- Tnetaluasil Interface 2 909 LAN , WAN uaiunaguasdl 1 909 nasuszenale VLAN
- §imsly Routing Table uay anansavin NAT o

Juniper 12350 [N

i

TRAINEX,,
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° Y cv o A
ﬂ']'i‘VI'N']uLLﬂ%VIu']‘VI‘lIE]\Tq‘Uﬂ'iﬂeliﬂ‘l?}']ﬂ?']uﬂaaﬂﬂﬂeluiﬂ‘l]‘l]Lﬂ'ii’)‘ll"lﬂ

qﬂnsnﬁi Firewall

- Lﬂuqﬂﬂiﬂjﬁlﬂ?ﬁm%’uﬁmﬁ’wﬁ%‘aﬂw

- yheulusedu layer 3-4 989 OSI Model wag ’lus;ummmmsaqq 9 annsavinle B Layer 7 (L7FW)
- @130y IP Filter, Port filter Lagnivnum Policy Gﬁaeﬂ,o}u

- Router uu Home Used wang 9 ﬁ;lu fins Build-in Firewall Function finanane

- Firewall ﬁfl’;ﬂLLUUﬁLﬁu Physical Firewall g wuuiiidu Software Firewall vy Windows firewall , IP Tables

TRAINEX,

gunsallesiussuuiiadng (Network Security Device)

IDS (Intrusion Detection System) a2 IPS (Intrusion Prevention System)

- Lﬁuqﬂﬂmjﬁi%maaaauuaﬁmiwﬁmmﬁmﬂﬂﬁmmm’%mjwﬁmmwstﬁué’umw iy nswereulaud
3oy

- yhawil Layer 2 -7 w83 OSI Model

- mqm%y’qgniawgwﬁ’u Firewall Lﬂuqﬂma}uszmm Utm

- Y191ulaens Analyst Packet JxiuYN1TIATIEI WU Realtime

- DS A599TUfEANATNE ALY WA IPS ATIadularUesiusiennay

TRAINEX,
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gunsallasiussuuiaiadng (Network Security Device)

UTM (Unified Threat Management) Wil i
' o Y 4 Y o Gatovey AV ? 3 Aus?n!mmnuanoe
- Wunquuesgunsauilainsisn asiadeu Yeaduay A oy . Blended threats protection
' ' ' P | e
AnunfivesaIarieimanaziiudunsie ] \ ,' Sditpn
o = ® ~~_ ! -
- 9M9Ufl Layer 2 - 7 983 OSI Model “*nmw, —————— .
- dindugunsaiiniumiuaunsovesgunsamalsoens ' Pl e e '
v v o ' i S \ \
W1AEAU WU Antivirus Server, IPS, IDS : ] ) :
Rouling capabilities 52 J i
2N
Wi ity QoS/Bandwidth management
TRAINEX,

gunsallasiussuuiaiadng (Network Security Device)

Proxy and Cache Server

- deilylyusnsviinisisenveyaved Web Site Inanu Proxy Server Tuasausn Proxy Server agvin
e . G oo - ! ! a ¥
MInTIadeuNveyaves Web Site duilogluszuu Cache szuuvisely minnunludveya Tussuy
Cache #1 Proxy Server agvinsiSenvayatiuain Web Site Uaneniaiisesveriuil uaniulily
'ﬂl 4’{ N .dl ! (J =] . d’( IQJ ¢ ¥ ¥

\ATedlAeTueyINIreY IILAINNTY Ram %38 Hard disk Fuegiuanudlunislenu (mslvanuly
szuufifinisifiu Cache Vidlalu Ram wudnagyihlaluszuulusunsy Proxy Server dugavintiu
wisgnluauiaglmingnsszuvainuaznein1sseau CPU a9 waziiladiylyu3nisvinien Web
Site MABISEnUAMNBNTTsZUY Proxy Sever azyinisaseyaludaunias veylyusnisviud Tunsdl
#1 Web Site §n15 update ¥a3a Proxy Server 9gvi1n130s39d0uUveyafiiloyd1 Update vivol

11/2/2023
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gunsalillasiuszuuAIadng (Network Security Device)

Proxy and Cache Server

® Proxy to the Internet Only
® Stream Splitting

Breaking
News

® Object Caching
® Control Policy access to Internet

® Bandwidth Management

gunsallasiuszuuAIadng (Network Security Device)

Network Access Control (NAC)

- ﬂwsﬂavquﬁwéluﬂTn%H5053U1nﬂ§aﬂ18

- gunTal NAC LawsgﬁmLLaﬂLLaxLLazgyf{fanmajgu‘] Tuszuuiaiens Mgunsailvidu PC, Server,
Printer, IP Phone, Switch, Router 138 Access Point

- mstmundnsane muulsuisanuUasadevensn wu nstususien, dvislunisiunda Server
wa Printer, avislun1slaau Protocol F1799 MDuLLANTIaRUAT Software way Patch A9 i

ForeScout
* What type of device? CounterACT

* Who owns it?
* Whois logged in?
* What applications?

e

11/2/2023
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gunsailasnuszuulaIading (Network Security Device)

Network Access Control (NAC)

11/2/2023

Network Endpoint -
Mobile Access Control Compliance Threat Control
Control * Registorguests » Findand fix
* Limit accass security gaps
* Detectand report on + Blockunauthorized * Enforce policies + Blockintrusions
mobie dovices usersand rogue « Trackviolations shd worin
+ Restrict acoess dovicas + Detactinfected
machines

Agentless Scalable

ForeScout Automated Security
Control Platform

Knowledgebase Interoperable

TRAINEX, .
I (-7 = | 1 . .
aunsallasnuszuulATadng (Network Security Device)
Sandbox
- syuuildlunaaeulusunsuiifianaundssneuilufassussuuase
- $raessrunuftinaneionaaeulnadunse
- @979 Signature waz Behavior vaslvia
Sandbox Production

=
51

IT Architectural Migration
Raview

TRAINEX,,
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ASNIULASUUNNVD ILATD LU

Active Directory Server (AD)

wsesiafmelnauisausmsdnnsiindsanelussansianeluiied Inewnsedietiazvie

Iylynuannsadenlesssuunmsinuresaeniamesesansinaneiduniiafes fefiguenand e
nosMTUALULUAsTEUY MUANMIlEY PindvsnmauiweyalussuureneuiinDsLATEIN 1A 9
g ‘& ! 4 A ¢ = 2 = 4§ A A A < > &
Auadsaaniasesiiduguenarafisaaionfed Wedwiiaiosiduguenalsuaiaintussuuns

iaueng q figndsaerbiawansenuluduaiosmeun 9 lussanslaeesaseunqu welmlynu
wionguaszuulasumuazmnsnsndulunes lWlmasufiamesiiavnsodmdssim

TRAINEX
] o) Y o = 1
N1ININTIULLASKHUINVDILATIDILLAUUTY
\';indows

Active Directory Server (AD) Windoms g Windows
e I R N e

* Management User for : Privileges « Printers » Networic
Py Mt T Policy

Organization \ i@ [0
® Enforce Policy for Mo Network

» Configuration
* Quality of
Service Policy

+ White Pages =
Computer User

&
= Security

T

\ * Interoperability » Security Palicy
LEERN
° . .
Authentication / Other / /‘ \{
NOS
UEEE R Firewall
* User Registry Services
i i i s Security E-mail . : :
Authorization & Audit s Sl applications : Confcuration
+ Mailbox T 2 pacunty Polcy
° Information Configuration
EtC. s address Book + Single Sign-on
+ Application-

Specific
Directory
Information
+ Folicy

TRAINEX
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ASNIULASUUNNVD ILATD LU

DNS Server

DNS 4 883111910 Domain Name System Aoszuuivihuuniiuas Domain Name 11Jaj IP
Address dadundaiaail Browsers Trlunisiunannun Internet thuies vinq gunsaifideuneriy
Suwodiidndu axflian P Address 1uvesmues Fdlvdmiuduieflvgunsaug Trlumsseysau
spuuil vhlmsanansefuntennuasuusaweddulendud viedoveaiutiug enfiay
google.com, addin.co.th Lﬁu(;u Lﬁaﬁ%ﬂﬂwﬂﬁ Page ﬁﬁ?@ﬂmiﬁum Lwluﬁ%él,aﬂmﬁﬂﬂaa Track
wazfiumn 1P Address V999N Website ki

TRAINGEX ,

ASYNULASULNNUD AT D INUUY

DNS Server : Us2LANUazIsn1svineu

Tumsvhauunfives DNS Server Hu @ il User finsfismideriulsnuazasan URL azgn

Y1@INY Server Nanum 4 ¥8a Wiayiin1sun IP Address @4 Server Wa1HagyingaIusIuA Ui nILaY
lofiuoninsangnaadluuniaies Client i@sliaosvia 4 671 Usenauaie

DNS Recursor dswlasnannumunglaan DNS Resolver ¥munfisusisosain DNS Client 9101y

Fadeansludada Server lnmiav IP Address 7ignaed Lilaia1 DNS Recursor Ulasureyad1sesvean
Client sfuagyivunaiiouduasas Client 189 Wionszatesdaluds DNS Server 8n 3 vilafiwide
uNaznaItamaly

TRAINGEX ,
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ASYNULASULNNVDILATD I

30U TLD ignees

Address wagaslugs Domain’s Nameserver

uwnulunsaings Master Server iinay viselynshulatuin

Root NameServer gnesnuuuindwiulvanulu DNS Root Zone v84 Internet viunfivdnvesdiufienisneuaueng

MvaTignan waztuiinasly Root Zone tiues FnIneuausseiufonisaandu List veq Authoritative Nameserver

TLD Nameserver vimuniiifiuian IP Address 183 Second-Level Domain ua2 TLD Name vhsaundilunisesuny 1P

Authoritative Nameserver fa@svnesiivnundiasineuiiunassuunaisesse Domain Name Ing Server

wiiniluusesnidudn 2 Ussinnees laun Master Server (Primary) uag Slave Server (Secondary) Ingéa Master Server 1
° Y dag ¥ o P ° Y do Yo A o Y A4
MAUIMNUAURUUVDY Zone Record UeUeN Slave Server mMuunanaaniay Backup Iniu Master Server tiavimund

TRAINEX
o Y o = [
ATININTULASKEUINVBILAIDILLAUUVTY
DNS Server Diagram
L
“:c,i'\OM. NAME SERVERS. TRAIN@XMT

11/2/2023
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ASMIIULASUUNNVD ILATD LYY

DHCP Server DHCP undasiiomsinnisiaieunsfivhausuiufuialusinnea Transmission
Control Protocol (TCP) wag Internet Protocol (IP) FadugalusTnreaninassyn fluioidoune
qﬂmmﬂsﬁm iy wasdidlaitemsideuneiuinievnsuudumesidin Iﬂawaﬂﬁua%ﬂugmwwaq
yalUslnaea TCP/IP

wnivdnwes DHCP e nMsdnnsuazimuam IP address wuudnlusAuuadenny s
IP address vaaumazauAlusuduiiazaeslafunmsimunmenutes ualszansnmasssiuiiinnnintu
dlesudannsmilulnilonsiaaeu fnlean nane (Default Gateway), Domain Name Server
(DNS) waw Subnet Masks dufugunsaifiimamsaitenslaaniuszuuiaienns

TRAINGEX ,

ASNIIULASUUNNVD ILATDILUUY

v o o
DHCP Server : i1 NN1TN191U
wdunshaunuguuuulaaieus - 15Wies (Client-Server) Ineil DHCP Server visunidulaan
Tuvaigfigunsaiilusesveuinisuasifouneduirdous fAdolaatoun (Client)

DHCP server aziduswihnuluiud ilegunsaliifeumefuinioneneluuiuwiossansgsiavhms

50998 IP address §avd391n#i DHCP server iﬁu%’u%agaﬁwau,ga agvhmstvug IP address Twand
ogiifiogludagiu feazslvgunsallaaidun (Client device) ansnsnfinnodoanslaniglussuuin

33N (Network)

TRAINGEX ,
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ASYNULASULNNVDILATD I

DHCP Server : Usglgvinan

Usglewunaglasuainnisly DHCP Server aganeln

T

192.168.0. 22

o

ausausEndanatlunsieaasave TCP/IP wazdsay
NUIAT B IUNITINNSLAS DU HLAR AR 8Tt d A @ . 92168013

o

Favneau nsimsativayuauled (T support)
agihluiinanagluanuvismdenulefifunudus) In
1INNININIZADINIABYLEDLIAITANITAUITUULATOUY

a ! 2 a Y
VIQmJ’eN’J’lLﬁuﬂﬂiﬁuLUaax‘lMi‘WEJ’mi
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Antivirus Server uwouila$a (Antivirus Software) nannisdrAynerdulusunsufiassiuiie

ABERTI9TU Yasiu uasidalusunsuanauvispauiiamesnsedawss wu Tada vsu nsdu ale
WIS LOALIT WAzFRNRLITANANYTELANDY 9

TUsuAsY Antivirus 3 2 WUUWEN 9 AD
wouRlada (Anti-virus) Wiulusunsudesiuladah 1 W szrumuavinanglhfadluneuiinmesvons

wouRAUNELAT (Anti-Spyware) LﬁuiﬂsLmiuJaQﬁ’umsIasnssu%ayjamﬂh%’aamamel,l,azmml,aﬂmasf
sifensidn Adsware Sadudeusnlavandnme
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o . adq o . .
Antivirus Server : 3515711914 v9lUsHNTY Anti-Virus
sgaunmavianglisanlialaenseiuil vilulenanazfaanudemeanuseas unlunn 9
Tuaziihavialnuninduuiane Jviinylynunonasduinnlusunsy Anti-Virus aaanLaal 1
drAguaazuITneaiizuuuumsinusasnunvaduswnsd Anti-Virus Muanasiueanty siuds
=~ 9 A ] Y] a oA a : P ey e
a193ziinssuianuazn1sUasiuilumilouiu ddlunsuiiumesiaseadellingsil Anti-Virus 2
TUsunsurzaunn NI zonvzlnlusunsudatesiuesuluaunsolynule wasfidny
Tswnsu Anti-Virus Aflvanesuuuuiuseiuussiavvesnslsay
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Authentication Server fensamiaasuylonuiinlvnussuuaieve lagseuuazyinnmsg

AsINARUINgAesWarnAIsa lylwvihnisiendu gnaeiuy

YAUTEAIAENTBINTT Authentication Aefigausityanainau o duiwilynussuuesens felas
WIBUNWIN1IATIARUANT I IvWTTVUIASoediAnslylauunilvs sgludvstaunimnlng
anunsavieglslauns envisdsanansariivun Upload File v38 download lamsaaisumlng

a ¢ o a wa 1 [ 1) =
nsigadsany Tumeuifazudseanidy 2 Yunau fe
- M3z Aeduneuiiylyuanidngunnuesfelasivuy Yorly (username)
~ nsfigausonu Fetumeuiinsrvaeundngiuiieuansinduyanaiina1i91993
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Authentication Server : nM1gAUAIA

lufinsfigausianu (No Authentication) msfigaussuludaududu
ﬂ’liﬁ@ﬁlﬁﬁ’mﬂﬂﬂi‘gﬁﬁﬂﬁi’m (Authentication by Passwords)
nsfigaudamulagly PIN iusiaduauyeraildusianufiowngssuu
miﬁqaﬁﬁ’mﬂmﬂ% Password Authenticators 38 Token (2FA)
nsfigausnulnslednuasianemndinmusunazyaaa
nsiigaushnulaglysimnuiflufissa$aier One-Time Password (OTP)

N R LN e

miﬁqﬁluﬁ’mu‘ﬂ@lﬂ‘ﬁmimu-mu (zero-knowledge proofs)

ASZUIUNITIUTDIAINU ‘ ‘ 4@{
P Access Device
widesls  wndiegls wnluesls ‘

Web Server

Authentication Server

TRAINEX
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ASNIIULALUUNNVD AT DINUUY

a a

Log Server dunstuiinfianssuveyafanssumeiiinfitulussuuneuiiames lagnouiu

o

nnnaunsal IT uazgenluisne q Fauuniduuraseyaiididglusnns mdeimyauleiiluwnas

¢ YooY . a ! ¥ ¢ ¢ A oA a =
ANANTITHDIANAY Strategles NABUAUDINDLUIVUIEVDIDIANT FIATBIND LOg Analyzer Lﬁju’e)m/i‘uﬂ
tools ﬁaﬂﬁ,ﬂiiﬁLﬂiﬂ%ﬂ‘dayjaﬁLﬁﬂlﬂﬂ’]&ﬂua\‘iﬂﬂi ﬂ?ﬂaﬂuﬂiaﬂisu’sawaﬁv\m%m Log file 1@‘\]0']“'3“

Filtering
Service

Content

& o ¥ a 4\ x% V| Y a o o Log Server Gateway
ushwveyasasemeiimesilidesndnfinduiuiv 1 X
W TuTveLA TG TEUUABNNILADT g

~
T ) 5
8ync Service

User Service

Policy Server

10 viglnusendana warlandnensdedinadiunagnsiluveya

anniazfawinnsiiu Log 9891135v91uve Server T

T &)

\Wasdae wiu. Aauanas U 2550 #1951 b HlnusN1sHes

)

TRAINEX,

—_—

11/2/2023

24



11/2/2023

ATSYINIUBLASUUNNVD ILATDINUUE

Log Server
3 . s L Windows Log 5 Us:inn

1. Application A8 Log File Minuiulusinsuviinuuy Windows

wagnsifeumueRANa1AdY 9 U MS SQL

2. Security A Log File @usunisimigiiuaulasniy Lagn136d

System

AUnyTnlyaudy o Ngnduiinla
3. System {Ju Log File Nuansneaziduavasdaymseuum 9 1 sads
Jayvniinduivgunsauagn1singa Driver 919 9

4. Setup fo Log File MgnAunsiaslusinsunaununaziin oy
YU
5. Forwarded events t{u Log fiuentisdsymiiinainivnnise

Remote A18LATRIMBNNMesSEertng Lialra1unsanufeaLiedfiu
TRAINEX, ,

Log File wagaztuiinmansunisaigaiul

HTTP requests '

and responses F

i : ~ T~ e
7
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Client Web Server Application Servers Database

Web Server and Database Server

1. Web Server lnusnsnsienlsau Website Tnels HTTP Protocol mu Web
Browser §19819 Software dmSuUsu Web Server ey Apache, Nginx, IIS a2 Tomcat Wupuy
2. Database Server Iﬂzﬁﬂ'ﬁl,l,azﬁmﬁug'm%am“a Ay MySQL, MariaDB, PostereSQL ag Microsoft SOL
Server Lijué’llu
3. Application Server ”Lﬁu%msiﬂmmuﬂsxqﬂé so9¥unsAN Application uagsu Application A4
muﬁgﬁ%ﬁaami
Mail Server Tuu3nsmssuasdiua foenawy Exim, Sendmail, Zimbra uay Microsoft Exchange Junu
5. Virtual Server 1wu3n1sus Server Configuration %130n1531a84 Server Lailou fog1aai KVM, Xen

Server, VMware ESXi Wag Microsoft Hyper-V umy
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Backup and Storage Server

n3d1sesveya (Backup) vanefianisAnasnveya twu b, §1uveys, szuuneuiimes, seuy

a = . . . o | = & W aa ¢
Aaufimesiaiiou (Computer Virtualization) Tugsanuiinuaus wen1sifushwilunstingunsu
dnvemisaindefiti nsruiunisdrsemeyaifuazgnaesdinudfynennudisoveanunisiu

veyavaauinigidR (Disaster Recovery Plan)

a

szuudrsereyadudafidfgivvananudsafiinanverawisidym veyademe s1sawiside n1s

v
o L3

gnudnsyuU vefianainvesly wiammnsauiiluaaiudug msdiseseyass Tuiinuazdniivreyaly

v v
a

waTlaramils dmsunspiureyaludineuriwiamindym

Y

TRAINEX

ASNIULASUUNNVDILATD LYY

Backup and Storage Server : Ustlemuwasnisudnsn

1. iedasiunavheyagyme afndlauayludil

2. feguagain iszmsunluveyadagiuiidowm vieliailunulule wasaesnisndululy
YoyANNUNLL

3. JasiuBoifiueyaidems awnndefiureyaidemeuai axpAuteyanduulagnun

B
=
\l\/

TRAINEX

4. YosiumsinliFa uazlasnssuveyaannng Hacker
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Backup and Storage Server : Storage

& ‘o o g o < ¥ ! N < v @ aa = 5 v & & a
storage Aogunsaudmiulalunisiaiiureyanisquesssuunigluesans lnggunsanisiaivuasdsnsiaglalunsdaiuiud
o v % 'O % < o ! L% < o v ¥
rwddiggne 4 fu mndenlulamnrauivaninvesesansuarmeinusiuiurewnaulussans Asvilunisifivveyading
2 = a a PP Y o o oz ¥ G oo ! Yoo 3
Taswariivszdninm weluladfinevesiunsdaiivveyatufegranteguuuunieiu isguuuy DAS JULUU NAS uaghuy
¥ = ! ! a ¥ td‘ ! td‘ ! v :
gavnefe SAN lnsumazanuaziinislynuuazguuuunsidennafinnaiudsl
1. DAS (Direct Attached Storage) uszuudnifiurayafinensuiu Server wia Client ieiinvenefiuiidnivvayaluiiu
JruUnne Nhanleunelaessainlusyansainnisvihanuias unasivedensiignnnenisvetgvunnvesszuulueuian
2. NAS (Network Attached Storage) \Juszuu Storage ilnusn1sveyaluguiuues File muszuupseue Ethermnet u
wdn lneylyauazaesiins Mount veyaluuansuaidu Volume %3 Folder naulvauniy SMB, CIFS, NFS Tagsingnlaly
. . o a9 ¥ 7 < = '
55UV File Sharing 1undn wasiilvaulussansiswwadnluaufevunalng
3. SAN (Storage Area Network) / Block Storage tJusyuu Storage fianunsaifieuneszeglnarussuuiniavelanianisas
YayawuU Block UU Ethernet A38 iSCSI #3al% Fibre Channel lngaganunsausnsdnnsizeswaeni1sinnis Volume, LUN
WIBUANANNTODUS VUG Storage BE1UNITY Snapshot uaw Replication la dngnlvluaiungy Database,
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WiARAavaINsTiuSEnazdasintnisiiu Llog file
esmungmnenisnssvhinifuneufamesiiosnuiiielnasnsaefiauasmignssinauiinfideatunislya
Sumeniinuazaouiumenniulnslatu uilduveyauasvdnguilagilnaunsaefinlaffevoyanisasasms
poufAes

2 o = R A A Yoy ¥ a < ! ¥ &
® Log “ungng UVUNNINANTIUA VILﬂEJ’J‘U?Nﬂ‘lJmﬂ‘U\‘Hu IuiguU\ﬂuﬂ@ﬂJW’JLmai LLU\?@@ﬂL{ju 2 Uszan G\WNEULLUUW@Q‘U@Ha AR
° ‘Uagami%wimﬂﬂauﬁ’lmai

* voyaveulyuinig

ulgu18N15INNY Log ATUNTU. 318281155 MIAMURNNEINY
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%’agamsaiwsmaﬂauﬁqmas‘ : %’aagaﬁl,ﬁ'mﬁuawsﬁmﬁaﬁamsﬁmmﬁa ALY Uanevns iaunie Sufl an

Usina sveeiaan liavesudnig uazdus idudu Jweaduliluuesna 90 Tu dudunveyaiuigsyuupeniiames
AmunlvseuAureyadTAIneNines Aall

1. vaya Log fituiinilefiniainisszuuiedons Gasvyiaunaranslunisioni wiesdiofly laun Access-Control
System 38 RADIUS (Remote Authentication Dial-In User Service)

2. voyaiisaiuuasinan msfnnevesadasiivuilyuinisuasiatedliuinis

3. veyaifeafudefisyysnugly (User D)

4. ‘zjua:davimEJLawﬂs‘iumaétﬁmﬁqﬂfﬁ’wwuﬂ‘lﬁliﬂaswusuaaé‘lﬁu%ms (Assigned IP Address)

5. yayaituendsnaiavansiidunivian (Calling Line Identification)

v wa o ¢ 2 o v a '3 Y o = ny.
ANUNISINVULY YA ﬁaﬂtﬂm‘ﬂﬂ'ﬁmﬂiﬂ‘lﬁﬂ?Ja%a‘iﬁ"l‘iﬁ‘l’l"lﬁﬂElSJW’JLﬁE]i?JENE;ﬂﬁUiﬂ'ﬁ Tunnsn 3 BFae VBRI

Sn

N19ADUNAADT
U A Jui Usnaweya seegianviinuesuinig MigrvesiunisinnedealsvasszuunauineTiy TRAINEX
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gunsaliiu log file : Softnix

@ftnix

SLG-SA1 SLG-SA2 5LG-SA2 SLG-SA3 SLG-5A3

SO0GBHPE ITBHPE 2TBHPE 3TBHPE 4TBHPE

cPu intel Xeon €3-  Intel Xeon E3-  Intel XeonE3-  IntelXeonE3-  IntelXeon E3- intel Xeon E3-
1220v6 1220v6 1220v6 1220v6 mm_- 1220v6

Memary BGB RAM 16G8 RAM 16GE RAM 32G8 RAM 32GB RAM 32G8 RAM
Disk 26178 SATA 20178 SATA 24278 SATA 3x2T8 SATA 3u2TB SATA 34218 SATA
Storage Usable 900 G& 900 GB 1878 3878 3878 3878
Redundant Power N N N ¥ ¥ ¥
LAN 2xGigabit Port
Chassis w
iLO Support Yes
Log License 50068 18 a1 218 318 418

ulgu18N15INNY Log ATUNTU. 318281155 MIAMURNNEINY
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=a Wudiays log asasaay
! 13laimndn 90

Lsansaldgauassuy

o o @ a o
dayaddniudasasuioy
gnaas uazlignuila

I~

plvfddszauanuuagli
Y

vinldunlada gﬂﬁaﬁu‘l"ﬂﬁ

&

szyseazideanisiinlinurasgld
P o @ e o o
Tuszuuiluseyansldatasutiou tayaufiduiing
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OSI| Model

7 Layers

Layer 1-3 9gluufin1s@0ansiuseau Hardware 1unan

ULLUUmisuawauasvmwaﬂﬂimaLaﬂmauﬂamusvwmiama Wusmua
(Sender) way mumaua (Receiver) szmvl,l,mﬂ’ﬁmmuaaﬂl,ﬂu

Layer 4-7 aziuuluinisinaeiu User 411 Software 1uvdn

OSI Model

=,
Network process to application

= T u‘ﬂ‘:wr.’bu

Data nprommﬁon and encryption

o
-ﬁ AIV’EB o Wt
Path and logical 5

1P, ARP, IPSe, ICMP, IGMP, WF

ok
- ho e

Physical addressing

= N WO A~ 00O N

. Application : Program

. Presentation : Files

. Session : Established

. Transport : Port

. Network : IP Address

. Data Link : MAC Address
. Physical : Cable
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OSI| Model

Protocol A8 UafyuUAYSveRNadluNITARaNIILIABLTNNET YSodRa sl

A9NA19IUNTERANTTEIINIADLNILMDIAIBNU

Application Program HTTP, SMTP, DHCP, FTP, Telnet, SNMP, SMPP.
Presentation | Syntax, encrypt - XDR, TLS, SSL, MIME,
decrypt
Session Port PPTP, SAP, L2TP, NetBIOS.
Transport TCP TCP, UDP, SPX, DCCP, SCTP.
Network Packets IPva,IPv6, IPX, AppleTalk, ICMP, IPSec, IGMP.
Data Link Frame ARP, CSLIP, HDLC, IEEE.802.3, PPP, X-25, SLIF, ATM, SDLS, PLIP.
Physical Bit Bluetooth, PON, OTN, DSL, IEEE.802.11, IEEE.802.3, L431, TIA 449,
TRAINEX, .
i °
Gocge TYPES OF ATTACKS
Network process to application EXPLOIT
PHISHING
HIJACKING
e 1500 tonecelon: on rellabily]
RECONNAISSANCE/DOS
. & @ o
*I -’ =) “ dah o
Path determlnqtlon and logical addressing '5,.‘
1P, ARP, [Psec, ICMP, IGMP, OSPF- ——» | MAN-IN-THE-MIDDLE
SPOOFING
‘Media, signal, and binary transmission V b ‘ __> SNIFFING
TRAINEX, .
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TCP/IP Stack vs. the OSI Model

TCP/IP Stack OSI Reference Model
Application
Presentation
Session
Transport
Network
Data Link
Network
Access Physical t
TRAINEX,, ,
J q/ﬂ/ J
ey sunilany 97989971n 0SI Model
Layer 1 (’Pﬁysim[ Layer) )
iy mv'my/w %%wﬁwuwwm/m{/ﬁmmwmmjmt/ﬂ%ﬂwg;ﬁliﬁ%m{mwdﬂ newameit sy iy
ik sgoueitym
- ﬂ’%ﬁ@ﬁzguﬂ7s§{laﬂvﬂ'/@ywﬂw7w§5’7u uwzwmmﬁd&ﬁtxﬂd&ﬁvﬁﬁ
- ﬂmmsf/ﬂumsi’{/ﬁr%}m
- %ﬂzywﬁmumss’émv’wagﬁ%mwﬂvf%wmm'
- A#W@yJﬁst?/W@;]ﬂw
- T LAN W0 Wireless %%MIQZWJ Enable/Disable iny
U @ imeat s Corectinisncs conscead. [ |
| Speed: 100.0 Mbps
' & R ® Ay w01 TRAINEX
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» J J
mmhmmm%um 21984971 0ST Model

Layer 2 (Datalink Layer)

2 S
- zf/ﬂy/mmmmum{w (LAN Card) ?ww%?sft?ﬂw’)@ﬂ o Radsoilued (Driver LAN Cardﬂﬂ'gﬂw’)@qﬁ%wm%fnﬁﬂww/aszﬂﬂm) (Driver LAN
Card)

- zfzymt#&mn‘fmqsﬁmuwngnmfnmw/qnyvm (Switcﬁﬂsf%m i mmm’)wm%ﬁ%w“{:x/@ﬁ ﬁ%mws’%m»/f//wmnmg%mi“fuswmmmu
- zﬁ;mt#ﬁaﬁf@xfnmﬁf/%ﬁ@w (Transceiver) mﬂ%@xfnmfmfwm/wﬁ/zyqnm (Media Converter)

- fﬁyw#ﬂaﬂ’{lmsﬂsmwﬁ@w %?ﬂmn{/fymwm@{wﬁmﬁﬂ%wm Mwms%v?%vh (Configuration Switcﬁ)7dgﬂﬁ/@¢

- %ym‘#ﬂ@ﬂo{lmﬁ@’éwﬂ Duplex ‘Il@ﬁ'/z'?i[ﬂ?ﬂjﬂif/ﬂ”lwzyiy‘lw%d Match fusswins Station 70 Switch oseni Switch a7

- fﬁymnm%wdfafgx/nmfﬂsmwﬁtaﬁm (Switch) iy 3%

TRAINEX,

o/ y J
m@ﬂ'wmmﬂi‘@m 91489971 OSI Model

Layer 3 (Network Layer)
xﬁywﬁ/‘#ﬁaﬁfﬁzﬁ{l% Network

- 1%:11%7%#7%@%@%@91‘917@/1/%17{4

- fzyﬁ;]mﬁ%nmwrmmm;]@%@wmm/

- fﬁymﬂ‘l? Encapsulation aﬂwmwﬁﬂﬁ) Header
w@mmmﬂfaﬁmwmsﬁtﬂym

- fﬁyﬁm’mmm’évﬂﬁﬂ Default gutewuy7dgﬂﬁ/@¢

- zfym Station lI5mssnim Default Gateway

- Gateway v04 Router un#sey

- 1{111%7 Routing Protocol uy %oute;]ﬂ'fmw

TRAINEX,
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Y J J
m@ﬂ'wﬂmmi/@m 21984971 0ST Model

Layer 4 (T ransport Layer)

lﬂyﬂ‘t#‘#ﬂwﬁwﬁ{li T ransport
- tﬂ%m@ﬂ%m?]s/@ﬁmm%%w/wnw Protocol TCP/IP (Connection Failed)
- Aam 3'/@4 Reset Connection 41
- ;7%1%7 Retransmission 471
- ;71%7:1%7177ﬂ%#ﬁ@ (Connection) #aasioyy wagdl Time Out

Layer 5 (Session Layer)

ﬁyuﬂ"#ﬂllﬁflwﬁ{/% Session Layer

zfny;m#fﬁw%nm’ww%mw%msz Client Fusi¥osnasanafusidry Server xﬁym%ﬂ“@wwﬁmwﬁ Protocol

ol oarsiu s msdagodests lould suB Protocol Mvzxﬁym@m%mnmsﬁmmm Protocol amana
J , / %/ e/ JJ J

iy Service 19 g Alaldsumsdndsedrignies

TRAINEX,

o/ y J
m@ﬂ'wmmﬂf/zym 91489971 OSI Model

Layer 6 (Presentation Layer) , Layer 7 (ﬂppﬁcation Layer)

/

wwwﬁwuwﬁ'ﬂgunm% 7;7%714;%@ g ﬁmﬁmw% nm %ﬁ%%mwu@ms Service 14 Telnet FTP SS‘}[,A&) )
Wit et g ol
2’/ uilowsdaiiny Password ﬂgﬂW’W NHLH 7”7537‘”7”1777 N0
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WMWMW UATHULVRNIRNITY 4 UTSNA 11 ﬁ‘li@NM\TM#ﬂWUNW”W’%L W’J”IWWVJ?W?I@%”Q% ﬁ7%§@£?7§aﬂm%i’iﬂ7ﬂ
‘i/ﬂﬂfd?’l%? Ngﬂ

‘/N%Wv%? ‘ng 4@7@Mm/@mmmﬁw@x/ﬁm%%mwmm1/@7&114711797@47777;%”«7@%7:4 %W@/Wﬂm? ng L

N
d /J‘o'ﬁ”lg?%”lu

ping [host]

[host] %z‘%w%mwm;z«a%@mm# (IP address) *z/@m/ﬂmmwj Nrsemsdonsontooranudy server aghudh
(qoog[e com)

TRAINEX
ping [host]
J § J Y oy o
[host] %f/faﬁ%mwmﬂ@%@mm% (IP address) w@qux/ﬂmmwy NortaamrsVoustentooraaniy server
a8l (qoog[e.com)
B CAWINDOWS\system32\cmd.exe a
\>ping /?
Usage: ping [-t] [-a&] [-n count] [-1 siz [-f] [-i TTL] [-v TOS]
[-r count] [-s count] [[-] -list] | [-k host-1list]]
[-w timeout] [-R] [-S srcaddr] [-c compartment] [-p]
[-4] [-6] target_name
Ping the specified host until stopped.
To see statistics and continue - type Control-Break;
To stop - type Control-C.
Resolve addres
count Number of
size Send buffe
Set Don't ent ag in packet (IPv4-only).
Time To Lix
Type Of Service (IPv4-only. This setting has been depre
and has no effect on the type of service field in the IP
Header).
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Example PING

Ping Google.com

ping -n 5 -1 1500 www.google.com

In this example, the ping command is used to ping the hostname www.google.com. The -
n option tells the ping command to send 5 ICMP Echo Requests instead of the default of
4, and the -[ option sets the packet size for each request to 7500 bytes instead of the

default of 32 bytes.
The result c[isp[aye([ in the Command Prompt window will look sometﬁing [ike this:

TRA"%

LY v <
79D 1INAAND
.:iusepE}piﬂg -n 5

Pinging google. 2484 ;6808 ; ] with 64 bytes of data:
eply from 2 :68E il | 15

y from 2 1686 AE y N | s

y from 2484:6808:48¢ Be: time NS

y from 2 168 : N | IS
nly from 248

NAY
TRAINEX

\
AIT

37



11/2/2023

Ping localhost

® In the above example, we're pinging 727.0.0.7, also called the IPv4 localhost IP address or
IPv4 loopback IP address, without options.

* Using the ping command with this address is an excellent way to test that Windows' network features
are worﬁing ]Jro])er[y but it says notﬁinﬂ about your own network hardware or your connection to any
other computer or device. The IPv6 version of this test would be ping ::1.

TRAINEX

Find Hostname With Ping

ping -a 192.168.1.22

In this example, we're asking the ping command to find the hostname assigned to

the 792.168.1.22 IP address, but to otherwise ping it as normal.

The command might resolve the TP address, 792.168.1.22 as the hostname gpf#i2, for example,
and then execute the remainder of the ping with default settings.

@:4001:86t::26803

] with 32 bytes of data:

TRAINEX
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Repl 4
Reply from 4.
Reply from 4.
Reply from -

. 4 8 O
Ping ¥132¥14971421 84

a1 Packet TUitlvu
IP azls guiainlus

zgzan5uly- naumummumdm @
‘uauaaaﬂlﬂua Ua’ramqm%mamau

5UN 5 uanssvaziduamads Ping fazimaiwinnnas &4 Packet Tuinlvu IP azls vunawinlng
sUN 6 bytes=32 azilluvuiavad ping packet AGENAUAD 32 Tun

qUA 7 time=5ms szuznansmlu-nau lusswigunsnifuneadsionaoantyu uazaunsnivany
niastoganoundudn nihuly dadiui Fibaniovd

"i‘lJTI 8 TTL=56 Aar1 Time to Live LWGN'HH’]H’JLJDU‘FI 504 Network 7 Ping Packet a1u1s 5049
Wulesn rioua: Timeout FeazfiAmuuansingiusial

TTL 64 az10u 52uu Linux w30 Router vunALan 9

TTL 128 1Uu 0S wan X86 15u Windows #1479

TTL 254 10u Router vuAnad ua: 1vn

Ferniiazanasmud Iy Router AWy

MnMWENoEeAn TTL = 56 uaaeiniinisrinum3otnonso Router viaiun 64-56 = 8 Router
V3oLA507Y 1IUURAY
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Packets: Sent = 4, Received = 4, Lost = 0 (0% loss) B4 loss AaAAHgIAYYDY Packet #l
daluuarliigndandusn Frlitnlondsh 0% AoANam
Approximate round trip times in milli-seconds:

Minimum = 5ms, Maximum = 5ms, Average = 5ms
A1 Min nu Max THdA15¥1enuann windenaNn U nuusnoneinligtios

TRAINEX

adsnsanaay Network

I‘PConfig
W%v/@mm% I?gfnﬁg f‘ijtffuﬁrm%%jq ?{tﬁum%%/m'ﬁ%m% 14994 P aaft[re)vs Wﬁﬂﬂu:g@:/]mw? 904
s Windows ik rensbny Hod 10Confiy drsstodsingaondsn S min g
15991 Microsoft Windows mdviruiavey T IPConfig a141307a8H neieyaveseUnsaiinvainiimyaniegly
ATV

. 3?’1775777#714

?P?’/@

U
) w’jfﬂmmg?f#wﬁmﬁ% I?Conﬁlq %ﬂ’%gm%m'/wm IPv4 way IPv6 (IP Address version 4 wag 6) wﬂt/?v
Default Gateway uay Subnet Mask

TRAINEX
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1. w%w?r’z;/w Start
2. ien Command Prompt #ye Command Prompt
(Admin)
*7%1/7%?7%%7%]&/%1/ Command Prom tm%z?

. ﬁ 7 f]u Ny
Windows PowerShell unu 9959 1uunuldindousy

Network Connections
Diisk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Settings

File Explorer
Search

Run

Shut down or sign out

Desktop

2

TRAINEX

3. %ﬁﬁ%% ipconfig

4. Ethernet LAN

5. IP Addvess voswauuaiy
6. Wireless LAN

7. IP Address %m«vmw;]%/w/w

TRAINEX

11/2/2023
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ade# ipconfig

= s " & o . 2 =
dszTaurivas ipconfig udiag 3 adhanang Aa

1. a1s@ IP address vua3ag
2. nngm Subnet Mask

3. n3a Default Gateway

Banladindudrdenldnsiaaavanugnrasnaszn P Address fiisle3usnain DHCP w3a Fix wuu Static [P
fildLuny

TRAINGEX ,

ddat ipconfig /all

- " : & =i w al . & = v e
szTaminas ipconfig /all shuflunisBantayawSatmiesuaiin 165y wazgniudinasuu
" e v o woae o
Computer(registy) Tnguang uarazanaanioa laqqil

b

. n1sa P address yuLATad

. AsR Subniet Mask

. nn9a Default Gateway (dszanieaanuas aslnsaiiiug)

. Lease Obtained (1a3a9 Computer 1a3u DHCP Julvuanyinlug)

. Lease Expires (Junuaaranad DHCP fulvunanvinlus) siuaatafiazle 1P walus
. DHCP Server (IP ﬁagmam%aaﬁumm DHCP Server)

. DIMNS Server

-~ o s W R

TRAINGEX ,
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dde# ipconfig /release

- ' g & ¥ . ¥
iszTaaninas ipconfig /release siunaransau IP felasisiaanain Adapter sasisa(registry) ivalv
wiaunazuaiuue ip Iwidaudds ipconfig /renew Tudadaly

¢éndo# ipconfig /renew

dda ipconfig /renew azladdfu ipconfig /release wana wiana¥ua IP Address TusianiaSas DHCP
Server weigasdnsds IP Wuwuy Static IP(és IP wae) drdaiii bisfludaalaiadu

drdeqesiraitiionlidwisy ipconfig duda
sda# ipconfgi /flushdns

| & ] = f - al a v =
drdsiifanisarean Cache fitfiuasdlu Registry sasmdans Taawiunzdunisais Cache nsdlisaldsu
DNS Tusi vriw nns FIX DNS waeii Setting masdn Windows ey

TRAINGEX ,

adsnsanaay Network

Getmac

N J s Al Y J Yy, “]a ld g ,/%#
@Jﬁsmnﬂfmmummwmvmw#m%ml’@mwﬁw%‘ihw%mwmww’wy RZtLl 1/?’4@%5wmmwwm??’mm/smmo Nl i

o/ 1/ GZ] N J %{' J o/ j o J ﬂézT J
RN U Wj Y 51U YUWT MAC at[c{ress wams MAC aa{([ress NNIRUANTIOSUNTITHAN Y 65IVTH Y INAT

7 ]
s ildl nmodns ]
@751/%97@45’&77 MAC address inan ff I%i%UWII‘I«?j 4%77714%61%5 WISty ‘%’I‘M

. 3?’1775777#714

getmac

J . 4 J
ww%wmnmg%wm% Getmac 1958 MAC address ualnsoony

TRAINGEX ,

11/2/2023

43



11/2/2023

Tfe@ Description

Description:
This tool enables an admini or to display the MAC address
for netw adapters on a

s the remote system to connect to.

the user
command s

format
is to be displa -
Valid values: J e LISy TSN

cifies that lumn Header" should
not be di
Valid only

Specifies that verbose output is display

Displays this help message.

TRAINC

Y,
/aﬁmgﬁ'jm Getmac
A o o J do o
Lifwvm% CMD Lmawwwmm%: getmac /v
| CAWindaows\ System 32\ ermdexe - o R
3 om b, 3. 9608 )
tion. M1l ; ;
FUVATE >> getmac /v WAINA Enter
TRAINEX
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7%@%7577;]%%%7 Command ?rompt @WWm%mmm Network ﬂzfa}ater ‘Pﬁyma[ Address (
Mac ‘Z[cf(fress ) ?/@m%mwmmm wm/

a CAWindowst System 32\cmd e - o

rights reserved.

Transport Hame

TUTELATY Physical Address { Mac Address ) T8LASEIATUILADS

CrsWindow

o o o o
A?IWWMK; CMD m’/a%wmz% getmac /v /fo list

Administrator: \Windows\Syste

Microsoft Windows [Uersion 6.0.6002]
Copyright (c) 2006 Microsoft Corporation. All rights reserved.

C:\Windows\system32>getmac /v /fo list

Connection Name: Local nrea Connection

Network Adapter: p& SESpaaamttT Desktop Adapter

Physical Address: 08-00- -27-A0-2E-82

Transport Name: IO OIS Pr e E@S - SCES -4D16-B252-8B6DC35F 4133)

C:\Windows\system32>

TRAI

AIT
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[
adsnsanaay Network

‘l-[ostname

o Jo) J]dN o 71/ /7
Wf{%wsﬂqg]%&ﬂ%w@mw'vgﬂm%uw egls

o Wil

hostname

W@%(’%”Iﬂﬁ%% hostname ﬁ{@;]w%sw%mw%m%zm/m@@ﬂm

TRAINEX
WorsoVonou el Wi
’Jﬁﬂ”l?g] DARHNNINDT WML{OWS 10
Waﬂ’vm# This PC i)i% ’My Com}mter > 5%17 Trqpem'es
zmw'ufw This ‘Pc%/m This PC smmv)vv:Za’)uwu’/v% Desktop
N V¥
TRAINEX

11/2/2023
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%?’@%Wﬂmml%]i/# Control Panel > System and Security > System

EH 3ystem — [m] >
4 EA 5 Control Panel » Systern and Security @ Systern - o Search Control Parel v

Control Panel Home 2 = 4 : e
View basic information about your computer
& Device Manager

®) Remote settings

Windows edition

‘Windows 10 Pro

® System protection © 2018 Microsoft Corporation, All -- W| I |d (@ AVAVAS 1 O
& Advanced system settings fghtseseniedt

System
Processon Intel(R) Core(TM) i5-4570 CPU @ 3.20GHz 3.19 GHz (2 processors)
Installed memory (RAM): .00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

I Computer name: DESKTOP-DL8HKS6 I B Change settings

Full computer name: DESKTOP-DL2HK26

Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

Se © Copyrigh:  WWW.windowssiam.com © Copyrizhe WWW_windowssiam.com

Security and Maintenance

TRAINGEX ,

I,
adsnsaaaoy Network

NSLaoEup
é’mf{v NS klp 5%577@%%;]%77%%1/ Domain Name System (DNS) Lmzmvg'fﬁm% NSLookUJvTW #5sy
Y o/ P 2 / o f

P / / 5y ,
W7772£W@i%%@é‘5 WWMVWﬁ&i{iJ ’DNS server #M?@w’ﬂ@ﬂ@%%@ﬁl@%ﬁ %ﬂ77$£i[@4@7ﬂ% ([omam name Mfif! IP mﬁ{ress

= Command Prompt

® 3?777:]'2%7% C:\>nslookup google.com

Server: dns.google
Nislookup [host] Address: 8.8.8.8

wwﬁzw’/mﬂéw% ns[ooéu}:%Jﬂﬁwm?mﬁﬁ/@;jé/

Non-authoritative answer:
N . ! Name: google.com

DNS 5"””””’7”7‘”%]‘%'7”@%’ Addresses: 2U@u:6800:4001:802: :200e
142.251.223.78

TRAINGEX ,
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‘f racert

CeT‘H QVI?’Z?’!/@W%%%?W 1NUN1Ne W@N@%W@i‘ﬂ@%?;]i[kl g 7W7‘WI7J4¢ ”I:]W%?@
il it ety

al w uns Jmmmﬂ @x/nmm adanlngldmminsanhunay s unadn il aasuang
@@ﬂwm/wm@Jﬂmmw%mwm (ff[o}r)

:\>tracert google.com

A 7# Tracing route to google.com [216.58.199.238]
° over a maximum of 3@ hops:
ATNITeINTY
3 ms 2 ms 5 ms 192.168.222.254
q; 2 ms 1 ms 2 ms 192.168.2u4.254
racert [ﬁgst] 14 ms 7 ms 7 ms 5 5
4 ms 3 ms 4 ms . 26.
z\ N y ?// y N J 6 ms 4 ms 6 ms -177-53.static.asianet.co.th [103.3.177.53]
6 ms 5 ms 5 ms 7-52.static.asianet.co.th [103.3.177.52]
aYN host ‘%’87 @ﬁ‘g@ IP address NI 4ms  4ms  Sms 254-65. static.asianet.co.th [171.162.254.65]
5 ms 6 ms 5 ms 171-102-254-234.static.asianet.co.th [171.162.254.23u]
4/ l[/ [ ff P 4 ms * * 171-162-251-248. static.asianet.co.th [171.162.251.248]
5 ms 4 ms 6 ms TIG-Net28-18.trueintergateway.com [122.144.28.18
nsARARY 17U ﬂ""ﬂ e.com tuNY 26 ms 26 ms 27 ms TIG-Net2u5-69.trueintergateway.com [113.21.245.69]

29 ms 27 ms 29 ms 72.14.221.58

27 ms 26 ms 25 ms 108.170.249.225

30 ms 28 ms 28 ms 216.239.48.121

26 ms 26 ms 24 ms kix05s02-in-f14.1e100.net [216.58.199.238]

TRAI

Trace complete.

Netstat

ngl\/lztstatéz‘fm)m P connectwns @WW@%?’JM’N ﬁj?‘t ‘W A 1’”‘3’7’17,7ﬂi’327;$’1%0i@%ﬁ?@ﬂi[ﬂm?#
@7?1!’!4 %7%5%9750\77@%1%?@ ‘#W@SW%N%JM‘II@ O NI NNOINTTEAVTN i[ﬂéﬂﬁ\l %7%@%5@@75%Wﬁ?@éﬂ?@‘ﬂ”]ﬂéi‘l
4{7%77371/07115777597747 .

C:\>netstat

Active Connections
« Bl |

Proto Local Address Foreign Address State
TCP .0.0.1:5037 TEST :50794 TIME_WAIT
netstat TCP .0.0.1:5037 TEST:50795 TIME_WAIT
QZ’/ . @%; 5 ,ﬂ ‘T TCP .0.0.1:5037 TEST:50800 TIME_WAIT
HANLARINAIEN netstat ARADMUATUNIHIATIN Jﬂmm JLC ool Sty ESTEROSOL VL 2Ly
N ] N Th  127.0.0.1:5037 TesT:s6807 TIHE AT

/ / o855 2L5 5 -
w%%sqw)m«j 5]‘%7%5W?@‘II”I%I%?@@WW@?WW@%I TCP .0.0.1:5037 TEST: 50811 TIME_WAIT
v TCP .0.0.1:5037 TEST: 50812 TIME_WAIT
TCP .0.0.1:5037 TEST: 50814 TIME_WAIT

11/2/2023
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Arp
714 ’Mzcroso t Windows @w%@mw%m Arp (ﬂcﬁfress Resolution Pr, é7toco[) a?nm[mm/ (cache) MM my Qg

o JZ’P acﬁfress s 7@nv ?ﬁyszca[ address ng@zfﬂmmwy %mmwm? ‘I%J@ﬂy 4 W@w%m@mmﬂm@zfﬁmwm
wmw%m fum ?ﬁyszcu[ address o1 m%mm

Y
° ’Jﬁm:‘z%”]%

C:\>arp /a
// Interface: 192.168.222.106 --- 0x8
a a Internet Address Physical Address
QZ’/ w’// " # 192.168.222.123 70-32-17-5b-29-6¢
2 192.168.222.132 52-95-22-ac-d7-f6
wAnLARINA arp /a o M arp Suansoens 193 108 330 130 s e

192.168.222.254 e0-23-ff-65-11-65

192.168.222.255 AP = P A=A A P static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.251 01-00-5e-00-00-fb static
224.0.0.252 01-00-5e-00-00-fc static
239.255.102. 01-00-5e-7f-66-12 static
239.255.255. 01-00-5e-7f-ff-fa static
255.255.255. A P A P P P P A A P static

Pathping
ATTW%# ffim%%’]nn‘q ﬂﬂ}jﬂi; trac rt WWW%WQ 11/0 4?7”/17771[&1% 134 7%11’/”/314%7«&/7%1[777% 751/74 ﬁmmwﬁrmmm
(7 4l

RSN ﬁo]) WanAIMN Mfﬂs' ﬂW%@w’ﬂ”le’MWﬂ ﬂmuwwamw/sm WH’W mum%m/mmwm%mvmm /1)

C:\>pathping google.com

- Fmldon E g e
Pathping [host]
Tmm host %%1% IP address mmmmmm%m?/n o e '::E;cfzﬁ[m B

5oog[e com it wwﬁzmwﬂm«% yatﬁjzmg mam/mwmvm

Address

J J
/0/0773\/7077777%77‘1705671#?1771[%4 host JW”IW’IWUUVI@WHUM/?WM

@75117%ﬁWﬂAZ@%@mm%@ﬂm ()]

Trace complete

11/2/2023
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[
adsnsaaaay Network

systeminfo

o ) ) jj“/ . , ,
mﬁv@/ﬂnw u/um«%%m/mmﬂjzﬁﬁwﬁm 04 Microsoft Windows 10
Network Card wag ?fotfixes ) @wmww'm 989 Microsoft Win

-

y
ﬁ%sjszmmgf ﬁé%mym, CPU, RAM,
dows Nsraald

P

C:\>systeminfo

N 7% Host Name: TEST
0S Name: Microsoft Windows 11 Home Single Language
/Jﬁﬂ77 47% 0S Version: 10.0.22621 N/A Build 22621
0S Manufac 3 Microsoft Co:
0S Configu: 8 e Workstation
7 0S Build Type: M essor Free
S_yStemlnfo Registered Owner: r tlook.com
Registered Organization:
W a} 7% ° JH , ¥ Product ID:
MM AT systeminfo uuuazioya Original Install pate:
ystem Boot Time: / H-LH
1 System Manufacturer: SUSTeK UTER INC.
?/ o ﬁ ) J 1/# System Model: Vivobook_ASUSLaptop N7401ZE_N7401ZE
RIRTRYBNAAH s9109 SystemInfo command systen Type: xél-based PC
] >4 7 Processor(s): 1 Processor(s) Installed.

[01]: Intelé4 Family 6 Model 154 Stepping 3 GenuineIntel
BIOS Version: American Megatrends International, LLC. N7401ZE.306, 04/

TRAINGEX ,

77’77@’!777561111”‘7?’@‘21”7%!551!11 2 Tier

2-tier ‘l\fetworﬁing Design: Spine & Leaf

Spine Switches
P J Ty ,
%ux/ng/nmm%i/wmmffu 2 nq’wwnﬂﬂuﬁ Spine Az Lea 77}5?
, > P
Spine winunszangunds mmnwx‘fmmunmwawvszﬂym?@ﬁw auld ,)

e s Jo Y
Switch mu%,z il wasd Leaf Shudtary Sﬂinedﬁwwum%mf@nu
9

J o/ N JY
Server 93y b AYSOITUNTTIIN VLYY ﬂ?ca[e—out fiflg SJvmj WAy Leaf
T
@jw%w/u wmsﬁ:m/awﬂ Latency lumsidousosswiniiuoes Servet/ Hades é ;
\ J A

fgwﬂwmmﬁmww Hop Mosdavu uma%am/@szm'w Server u%@zm

o V o o J
iuaaieuas wasd 1o umsmuatway Port |desdandunasdum Loy

/ 7 S ) J oy T &

DANTANNITATHTURINUIINGNY Spine & Leaf 1A N30ITUNYINY

7 o/ 3 i ﬁ vy J
snwinwivsevumiodvynalngldims Scale-out Igmanesmsly
YA

mieanuuy Spine and Leaf

TRAINGEX ,
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777?@@77%1/1/5&%@7/7%1551/1/ 3 Tier

3-tier ‘hfetworﬁifi? Design

3-Tier Architectyre (3-Inveny @753;77?7;1/%) i%dﬁf%ﬂ‘li
uu‘ﬂffu 3 Laye;l?ﬁ/uﬁ Core Layer, ﬂgﬁwgate 0

Distributed Layer, way ﬂccesx\fayer aumsiniani
msﬂsm"fwzmza/wﬁ/@%t/@ﬂ@« M;vfwz’/ﬁayer V{u Access
Layer Z«v@w@y@swmjﬂmm S saamsdiiu Access
Layer }@%Wﬂl 183 Aggregate %?@J@istriﬁutez[ Layer
Nodsdraiusendns Acce Layer waginnm sy

@istriﬁut%/ Layer ﬁfwd#djf;]i[m Core Layer A unmsds

J
Toyauyy sy North-South

Tassaan3othe Switch uuy

Distribution B
3 Layer hl

Layer

MyeOnHUUIMRIINUUNINY Star , Mesh Hybrid
1 Point to point 2 Bus 3 Ring 4 Star
e r= T
- . T  EdS
= E ~ O =
5 Tree 6 Mesh '/ Hybrid
Y =
B O
] - =
\SQ?/ SAVAS
OPE DL =— @ ®  TRANeX,,
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mm@mmmw‘?’m/mwmmy Star , Mesh ,‘I-[yﬁric{

;Jutm Network Topology uyy Point to Point
) , v J J) Il
Network Topology wy Point to Point Vo ﬂ”lﬂ%mf/mwwgmf/a/«yﬂ %%ﬂwwﬁfft%mf@ﬂu@ztffuutmﬂ%{w w%uﬂ;ﬂw/”lﬂﬂ ﬂ‘Tﬂﬂ
errad‘#ru} S 19,7,/, A
aunsalunazgasgamesnaiy winsgoasiaeuniu nbimsinouseuindiio

Point to point

ms@@mwmw?m/”/mwwfm Star , Mesh ,?[yﬁric{

Star Toyofogy T opology wuy Star T o}aa[%y Ve giﬁwwm nlfladlagd 5/11 (Hub) t#ug/ukfnww %u;w%4mm’mm%ﬁ%wﬁm%#
dusnans u«v%%wmns%m’éwﬂt/ﬁé/ﬂ o ﬁ)ﬁ/@m}@y;zxfkﬁm‘?{w{wwmﬁ'ﬂw'@wm uw’wzm%w;zm%wﬁfaﬂﬁsm @zs’/uﬁw%mnfu
Tewwswmwﬁ%gﬂw’/ﬁ{a?‘E;]ﬂ'ﬁﬁmm%ﬂ1/7&/?17774%17)@;!@@5/%@%/

J 5
900 Star

wwm%l/m@;zw’ﬁ"w tﬁ@ﬂuﬁ%ﬂ@ﬂuﬂﬁfwﬂ%

Y
mn%w%?mfrym aelddwaroiunotny
auasIw 1Y

1 |
ﬁ7ﬂ5%ﬂ@ﬁ7%ﬂ7?ﬂw7’?@%;ﬂ?ﬂ7ﬂ -y l -

J o/ ?{ #{// :/TAZI J / IT IT
{Uﬂﬂ@'w@%’ﬂ’ﬁﬂwmﬂ Al z ARTBNAINTLUYLA HAY Wﬂf%”ﬂﬂﬂ?c‘fﬂmﬂ?’ﬂﬁqﬂ , \

|==]
Q —)
7‘%Z]wmw%ww’mﬁﬂﬁ/ufiwngfnmﬁt%wﬁfaﬁ:] msﬁﬁvﬁﬂﬁltyw

J/
mnﬁlﬁtfqmm%u-%%yw i Vﬁjmtl

g TRAINEX,,

o
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MyenHUUIM BT IMUININY Star , Mesh Hybrid

Line T ayo[ogy
Network Topology wuy Line Topology ﬁ?@f@’{vn’{ﬂu?n% Bus ﬂ%apa[agy Vo ?mm%w%adfmﬁwui% msiYustoasiaso

J 9 y J g ;f J/ /
“ll”lﬂw/”ltl%@/”l?%m“ltaﬂ#%ﬂtaﬂﬂﬁ?@#‘?ﬂﬂdﬂ BUMEUY (%acﬁﬁone ﬂt/?fmmummms (Connectar)t umt%mv'/mm'wwa%msuwz

)
’gl/ﬂﬁﬂf t%ﬁ{m/mm@w tﬁ;]#@ﬂiﬁ/@ﬂﬂl/ﬂ’{'m‘gmuﬁﬁﬁW‘?’N ?{’1ﬂ”l?@%i‘l;/@ﬂm/”lﬂ”lﬁmynfﬁaﬂ#ﬂﬁ%ﬁﬁW‘?’N‘W’”IHD{J t%%mﬂw'@ﬁ)fagw ’gl/ﬂﬁﬂf

f'rmw‘g@wzma@#@u@'ﬂs’{lﬁ)fagnﬁﬁﬂd ﬁﬂ'/ﬁ{s’{lm ﬁ):]iﬂf/ﬁ{x/dfwﬁ/@gﬂx/

fon
sﬂfuwwmsﬁmu%ﬁ#’ﬁ/%u Bus
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WAN

Wide Area Network
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% % Area Network

LAN

Local Area Network
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Sing[e—user MIMO

SU-MIMO
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Multiuser MIMO
MU-MIMO
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su / uasonu IEEE

Wi-Fi 4 (80211n)

Wi-Fi 5 (802.11ac)

Wi-Fi 6 (802.11ax)

Wi-Fi 6E (802 11ax)

Wifz’ Standard

AW

24 GHz ua:= 5 GHz

5 GHz

24 GHz ua: 5 GHz

24 GHz, 5 GHz, 6 GHz

2.4 GHz, 5 GHz, 6 GHz

Wi-Fi 7 (80211be)
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Medium Network Diagram
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J : w
gﬂﬂg IP Address Version 4 ie40y

- I'P Address Overview
- Classes cy( Network
- Private and Public I'P Address

~P |

..... L)

g
L]

My IP Address CHRIS-LAPTOP TELUS2410 Internet
* *
192.168.1.1 Has a Private Has a Public
IP Address IP Address

TRAINEX,

N J : ﬁ/ J
ayu3 IP Address Version 4 o0

- IP addresses consist of a 32-bit number, usually written in dotted-decimal
notation

- Host 1ID:
- I([entiﬁes the individual host
- Is assz:gnec[ 6y organizations to individual devices

32 Bits

Network Host

TRAINEX,
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L%ﬂuj’: IP Address Version 4 tUa4Au

IP Address Format: Dotted Decimal Notation
An IP address is a 32-bit binary number | 10101100 00100000 10000000 00010001
For readability, the 32-bit binary 10101100. 00100000. 10000000. 00010001

number can be divided into four 8-bit
octets

Each octet (or byte) can be converted
to decimal

The address can be written in dotted
decimal notation

The binary-to-decimal and decimal-to-binary
conversion will be detailed later. TRAINEX .

L%‘c’lui IP Address Version 4 tUa4AU

Classes of Networks (Cont)

Class A network have a 1-byte-long network part,
That leaves 3 byte for the rest of the address,
called the host part

IP Address (Class A)
32-Bit
Network

8-Bit

First 1 bit fixed 00001000. 00000000. 00000000. 00000000

67



L%EJ‘LJ% IP Address Version 4 1Ua9u

Classes of Networks (Cont)

Class B network have a 2-byte-long network part,

leaving 2 byte for the host portion of the address

IP Address (Class B)

32-Bit
Network Network

8-Bit 8-Bit

First 2 bit fixed 10000010. 00000100. 00000000. 00000000
TRAINEX, .
L’%ﬂui IP Address Version 4 U249
Classes of Networks (Cont)
Class C network have a 3-byte-long network part,
leaving only 1 byte for the host part
1P Address (Class C)
32-Bit
Network Network Network
First 3 bit fixed 11000111. 00000001. 00000001. 00000000
TRAINEX, .
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L%EJ‘LJ% IP Address Version 4 1U99U

Classes of Networks (Cont)
IP Address Ranges

Possible Number of Hosts

First Octet Range First Octet Decimal Value

Class & 10126 00000001 to 01111110% 16,777,214
Class B 128 to 191 10000000 to 10111111 65,534
Class C 192 to 223 11000000 to 11011111 254

¥127 (011111111) is a Class A address reserved for loopback testing and

cannot be assigned to a network.

11/2/2023

TRAINEX, .
L’%ﬂuif IP Address Version 4 1Ua9Au
Classes of Networks (Cont)
Reserved Address
Network Addresses
Broadcast Addresses
TRAINEX, .
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L‘%ﬂui IP Address Version 4 1Ua4fu

Private and Public IP Addresses

Table of Private and Public IP Addresses

Class Public TP Ranges

a 1.0.0.0 to 9.255.255.255 11.0.0.0 t0 126.255.255.255
B 128.0.0.0 to 172.15.255.255 172.32.0.0 to 191.255.255.255
c 192.0.0.0 to 192.167.255.255 192.169.0.0 to 223.255.255.255
a 10.0.0.0 to 10.255.255.255
B 172.16.0.0 to 172.31.255.255
C 192.168.0.0 to 192.168.255.255
TRAINEX,,
L]
Understanding Subnet-Mask
Flat Topology
® All devices share the same bandwidth
® All devices share the same broadcast domain
® |t is difficult to apply a security policy
TRAINEX,,
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L%ﬂuj’: IP Address Version 4 tUa4Au

Understanding Subnet-Mask (Cont)

Subnetworks g g g
B

® Smaller networks are sﬁélﬂ‘éem .

Easier to manage

® Overall traffic is gg g g § g
reduced i e i D i i

Engineering Manufacturing
Subnetwork 1 Subnetwork 2

WAN Interface

® You can more easily

apply network security policies

L%&Jui IP Address Version 4 tUa4AU

Understanding Subnet-Mask (Cont)

What a Subnet-Mask Does

- Tells the router the number of the bits to look at when routing
- Defines the number of bits that ate significant

- Used as a measuring tool, not to hide anything

11/2/2023
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L%EJ‘IJ%I IP Address Version 4 tUa4AU

Understanding Subnet-Mask (Cont)

* Default Subnet-Mask of C [ass A 1P Address

10.0.0.0

00001010.00000000.00000000.00000000

11111111.00000000.00000000.00000000

255.0.0.0

/8

L%'Emif IP Address Version 4 1Ua4fu

Understanding Subnet-Mask (Cont)

* Default Subnet-Mask of Class B IP Address

172.16.0.0

10010001.10101000.00000000.00000000

11111111.11111111.00000000.00000000

255.255.0.0

/16

11/2/2023
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Understanding Subnet-Mask (Cont)

J QDefau[t Subnet-Mask # Class C IP Address

L’%ﬂui IP Address Version 4 1Ua9Au

192.168.42.0

11000000.10101000.00101010.00000000

11111111.11111111.11111111.00000000

255.255.255.0

/24
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Ethernet )
LT Lmﬂui’ﬂﬂ@w @g'fm Ethernet ‘Protacoﬁumsinm

y, ,
= am/ﬁ]%w@g/m;]um%?/w LAN agidynin Ethernet Switch

Ethernet

6

2

|IEEE 802.3

6

2

46-1500 4

46-1500 4

o py
u ﬂwuwmwb;ﬁmﬂu IEEE 802.3 Field Length,
in Bytes
o
. 71%4714 MAC address il Layer 2 address g 8
J
" Fthernet Frame Header /ﬂ%i[fﬁﬂ@;]xfmtl
" Preamble way SOF vw1a 8 Bytes —
in Bytes
" Destination MAC address ¥4 6 Bytes 7y 4 6
" Source MAC address 9419 6 Bytes Preamble 3| Destination
F Address
u ‘fy}ze 9 2 ’Bytes

Source
Address

Length

802.2 Header FCS
and Data

™ Data 9119 46-1500 Bytes

" FCS 0 4 fotes
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‘l-[iemrcﬁy in the Switched Network

Three-Tier LAN Design Two-Tier LAN Design
y _J , o
° ms@@mmuszwm%mmw# Cisco uugir ... oo
a o/ o/ ol
RENDN UL
J.JY ,
o ilvinduiy (Hierarchical)
JN .
. uu'wt/ﬂﬁmwmsmwu@t/mﬁwu z
) gﬂ’ﬂi\lyﬂ%ﬁlw Distribution _:: :. gg'r‘gﬂstizg'ibution
J o
 SOIFUMSNNTIY
Accessé Access

NEeX
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Role of Switched Networks
d ﬁﬂ‘ﬂ@‘%@ﬂﬁ]%%ﬂ%f%ﬂﬂm‘},@fhﬁ

Stackable switches, connected by a

5

fheat”';is ?"d. "Epﬁ‘l’lns o "m.it‘ﬁd“:o special cable, effectively operate as
et HEBOGIRA COIE it = The chassis accepts line cards that contain tt one Iarge switch
switch. ports. .
Fixed Modular Stackable
TRAINEX, .
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Switching as a General Concept
. am/ u/u@i/ﬂmwﬂwuﬂunﬂu Layer 27;7%”%774/?74 Mac address table 477#%%7091@?}7;]%1775%%#71/

ilﬂ/@”ltl‘ﬂﬂ

. %mnm%a%wmmmfm/nﬂ source mac address ﬂ@#t«ffw%umwvmm’\vwﬁw% % Mac ac{([,(f_? table 19ud)
wfw@@ source mac address 14 0000.aaaa.6666 mmmwum@w@/‘wﬂ n@zmmﬂnuww % Mac
address table awum@ﬂWfaO/l 3 mac address 0000.aaaa.bbbb § ﬂm@ﬂ

u fﬁg?mm%mwfmmw afestbnatwn mac address ﬂ@fwfm%mﬂm%ﬂmm%w%@m ([%jmtwn mac address
ayly Mac address table Swasinmsdunsy f[oocf Jﬂwm g faum@ﬂW ﬂmqmum@mf mwfimmm

TRAINEX,
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Basic Function q( LAN Switch Address Learning and
Switcﬁing Frames

MAC Table MAC Table
Port: 1: MAC PC A Port: 1: MAC PC A
Port: 2: Empty Port: 2: Empty
PC A Port: 3: Empty Port: 3: Empty
g I
1 3
[ l :
MAC Table MAC Table
Port: 1: MAC PC A Port: 1: MAC PC A
Port. 2: Empty Port: 2: Empty
Port: 3: MAC PC B Port: 3: MAC PC B

PCB

Eg

1 4B
TRAINEX, .
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Switch F orwarc{ing Methods

Store-and-Forward Cut-Through

Store and forward P Cut tﬁrougﬁ

tﬁem"a‘w%ﬁ%wﬂ‘m%m @zsfa/ﬂuna'”/far;]w"s”{/w/wum%ﬂ"l ﬁw'fwmm%w'/mrﬂ'ﬂnﬁ#ﬁ@u%ﬁﬂ%irﬁmﬁ%m
., i J

ian uazazinmiiuaad CRC fgndasdise ) snsn Lagdlonus destination address fasinmsds

05200007 destination address asinmsdiialys tﬂfwvf;]x/é@mm;w//mmnﬁ{ﬁf

aum@%)trfa/mm;“ﬁ:x/mﬂmwf;]i/

1 RAINEX, |
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Store-and-Forward Switcﬁing

3 ClJA 4
*  Store-and-Forwarding /ﬂ%%ﬂ%ﬂ%’/@ﬁmsﬂ:
* nsaaday errors (W1ummsa ECS) et | omeer | st | oo

* Mms fBuﬁmng%ﬂ@%ﬁé

. W J Y .
o mmm/«vffawfmtﬁﬂmw@mwiﬁfsmmzmmms/m//w
N v
ECS ssyusouuas

Bytes 8 6 6 2

Store-and-forward switching entails receipt of the entire frame (up to about 9,200

bytes for jumbo frames) before a forwarding decision is made.
TRAINEX
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Cut-T) hrough Switching

Cut=T! ﬁrougﬁ %ﬁ%’%wﬂﬁmsainﬂm/wfwfm i

o/ 4/ s Fi Network Transport
Tullusedy 10 microseconds N | R || o
'A]sf%ﬂfwm'a%u FCS
'7%'%7517!7 Buffering

. o/ oo/ L

”7”774&#@‘%“””%‘%;]@5“?;7 afestmatwn mac
J

address 1718

Frames can begin to be forwarded as soon as the Destination MAC is received.
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ﬂ
3 Lvumnadededts

Unicast ? g # g
Broadcast ? Tg 9 Tg
Multicast % g %ﬂ Gn?
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Addresses Learning Summary

u wfw Unicast
. n7ﬂ§711@m destination MAC address @tﬂu MAC address Table fw'%mnnw/mw/mmaixfwm@mwyﬂv/@/
ﬁmu@um@ﬂ m&[‘;swfmmm
» 50w destination MAC address /a;]u MAC address Table @w%zmﬂmﬂmt%%{ﬂwmWamf#‘wwﬂ
SumosinlalNuasiiy
= Duslss i) source MAC_address #ﬂy]w%@ﬂmﬂu MAC address Table ﬁw%zmmmﬁmnmw source
MAC address ﬂﬂ@um@mfﬁmmv/ﬁwumm

" gl Multicast/Broadcast
= @zinmm'ﬁ'd/;]tfﬁﬁf/n g 3mm§)wf4/ﬂnﬁu?um@szwfﬁ]w’?{u%m%m
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Coliision &

Collision Domains .

Domain 4

Sy I
- ‘II’ﬂUWWﬂ”Iﬁ/HﬂWWW@WW Collision
9 Domain 2

J/ o A A J 9 t

. 77751/141714ﬂ@#ﬂ@y@%ﬁdﬂﬂ@%tﬂﬂﬁﬂiﬁﬂﬂ Layerl \“!‘ Collision

Domain 3
. ti“fumn/uﬁﬁmnf@y@%ﬁ@uu%%ﬁ@m t#ﬂ 4%11:117;1:]%7/7;%77751/1417’{4 tffm’ldﬂ

«: / A J/ - LoN
" rym@um@mfaﬁwngﬂm#mmﬂumu Layer 1 o hub @mg]u collision domain swany

" /&/”INW;Y%W?JWHJ) Layer 2 ﬁx/ n/u@w#ﬁ%mm@{ sninmsudsveusnves Collision Damaiﬂﬁ)

| cannot get to
the payroll server. I could have
walked to
i Finance
by now.
Collision
~

4 TRAINEX
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Broadcast Domains

. J
™ Broadcast domain sffuw@UAﬂWﬁvsd/vﬂfaWtuﬂ Broadcast mﬂwumﬂ%fhﬂ

1
3.4 q / 7 . J J
'%ﬂifnmzmw?;mu Layer 2 4%44771%&1/17%@4@11/177314 Layer 3 ¢ 3/77717774&97’%/@%4@ Broadcast 974
SENIATRITY

" g ?u;wasJAWW:;Jﬂsrﬁﬁwﬂrﬂuwﬂ“{/ Layer 2 fﬂ;]i[ o hub wag switch @%rﬁu Broadcast
Iy
YAy

Y . '7 Y, / J ¢ M . J
" Had Layer 2 asinmsdisonlsy Broadcast fftlﬁ;lﬂ i Dumotld wnviidumaslad lasubsaidran

u Mmﬁn‘ﬁ/{'wfgt/ﬂmf Layer 3 ﬁi[ qu mm@%) SIMSHI9eU9N 09 Broadcast Jamainjﬂ’/
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Broadcast and collision domain

® Collision Domain = ?

™ Broadcast Domain = 7

n
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@u]ﬂ[ex communication

® Fyull @u}a[ex

- @/”INWW‘{HW%%!‘I;/@”;YQHWWW%W% tffumsiym%m/n%m

And "

- %1‘37/:11:117:74%277775;«177 Tx wae R othidhian

. ﬂaﬁ( ’Du}:fex
y
= %mfwz%mm @;v/o/"lﬁmaﬁﬂﬂw@m/@ﬂ;?ﬁs/nwaﬂmw’w’ﬂﬂ'

o/ J J1J3 ,
@/”lmsawmw%wg«v HWW”N?{WTI;YW ol hub, access point
. J/
. %m/qnyw@gsfﬁmsuﬁﬂ Tx #ag Rx 000AINIH

6-‘

Full Duplex Communication

’6

send AND receive, simultaneously

Half-Duplex Communication

send OR receive

’s
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Basic Function of LAN Switch

‘Fi[tering Frames

MAC Address Table
EO0: 0260.8¢01.1111

E2: 0260.8c01.2222
E1: 0260.8c01.3333
E3: 0260.8c01.4444

&
0260.8c01.2222 0260.8c01.4444;

5
g
g
2
g

MAC Address Table

E0: 02608c01.4111
LA EO: 0260.8c01.4444

0260.8c01.4444

11/2/2023
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Initial Startup q’ the Cata[yst Switch

System startup routines initiate switch software. Initial startup uses afefau[t

configuration parameters
1. ‘Before you start the Switch verify the cabling and console connection.

2. Attach the power cable ]J[ug to the switch power

supply socket
3. Observer the boot sequence :
- LEDs on the switch chassis —
, 2950-24 T—
- Cisco 10§ software output text Switchd PC-PT
PCO
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How to Connect to Router and Switch 6y Console

Console Port
Rol-Over
cable

RJ-45 to DB-9
adapter

Terminal Configuration
Port Configuration
USB Serial Converter
Bits Per Second:
Data Bits:
Parity:
Stop Bits:

Flow Control:

11/2/2023
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Cata[}/st 2960 Switch LED Indicators

s ——— T

=

Color | System Status

Off System is not powered on.
Green | System is operating normally.

Amber | System is receiving power but is not functioning properly.

TRAINGEX ,
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Initial Bootup Output from the Cata[yst 2960 Switch

Copyright (c) 18986-2005 by cisco Systems, Imc.
Compiled Wed 18-May-0S 22:31 by jharizba

~

Cisco WS-C2950-24 (RC32300) processor (revision CO) with 21039K bytes of
memozy.

Processor board ID FHEOE10ZOWC

Running Standsrd Image

24 FastEthernev/IEEE 80Z.3 inverface(s)

£3488K bytes of flash-simulated non-volatile configuration memory.
Base ethernet MAC Address: 0090 0C&C.4BEC

Motherboard assembly number: 73-5781-08

Pover supply part number: 34-0965-01

Motherboard serial number: FOCOE10045Z

Pover supply serial number: DABOE0S127D

Model revision number: CO

Motherboard revision number: A0

Model number: WS-C2Z950-24

System serial number: FHROE10ZOWC

Cisco Internetwork Operating System Software

I05 (tm) C2950 Software (C2950-I16Q4L2-M), Version 12.1(22)EZR4, RELEASE
SOFTHARE {fcl)

Copyright (c) 1386-2005 by cisco Systems, Imc.

Compiled Wed 18-May-0S 22:31 by jharizrba

Press RETURN to get starved! TRAII\I@XM.r
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Initial Configumtion cj the Cam[yst 2960 Switch Using Setup

10S Command Line Interface

Tee. Delivery of Ciseo of = Toes not 1EBIY 7
third-party authority to import, export, distribute or use encryption.

Imporsers, exporters, distributors and users are responsible for

compliance with U.5. and local counsry laws. By using this product you

agree to comply with applicable laws and regulations. If you are unable

to comply with U.S. and loesl laws, return this product immediately.

L summary of U.S. laws ing Cisco i may be found at:
http:/ /v eiseo. com/wwl/export/erypto/ tool/ stqrg - html

If you require further assistance please contact us by sending emsil to
exportfeisco_com.

Ciseo 1841 (revision 5.0) with 114688K/16384K bytes of memory.
Processor board ID FTX0947Z18E

M860 processor: part number 0, mask 48

2 FastEthernet/IEEE 802.3 interface(s)

191K bytes of NVRAM.

63408K bytes of ATA CompactFlash (Read/Write)

Ciseo 108 Software, 1841 Software (C1841-ADVIDSERVICESKS-M), Version 12.4(15)T1,
RELEASE SOFTWARE (£c2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1886-2007 by Cisco Systems, Ine.

Compiled Wed 18-Jul-07 04:5Z by pt_team

--— System Configuration Dislog ———

Continue with configuration dialeg? [ves/no]: |

Console Port

Roll-Cver
cahble N

RJ-45to DB-9
adapter

11/2/2023
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Overview q‘ Router or Switch Modes

Switch»en

Switch#coni ©

Enter configuration commands, one per line. End with CHTL/Z.
Switch{config) §~Z

Switché

%5Y¥Y5-5-CONFIG I: Configured from conscle by conscle

Switchfeconf t

Enter configuration comm=nds, one per line. End with CNTIL/Z.
Switch{config) fexit

Switché

%5SYS5-5-CONFIG_I: Configured from conscle by conscle

Switchel
Privileged EXEC Mode |Router#configure terminal

Global Configuration Mode  |Router (config) #

Ctrl-Z (end)

Exit TRAIN@XAIT
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Confz:gurin\g a Router or Switch Password

Console Password
RouterX(config) #line console 0
RouterX (config-line) #login
Routerx{config-—line)#password cisco

Enable Password
IRnuterx(config)#enahle password ciscol

Secret Password

|Routarx(config)#enable secret sanfranl

84
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Configuring a Router or Switch Password

Virtual Terminal Password

RouterX (config) #line vty 0 4

RouterX (config-line) #login

RouterX (config-line) #password sanjose

Service Password-Encryption Commands

RouterX (config) #service password encryption
RouterX (config) #no service password-encryption

138U3N199UVBITLUY LAN Switching

Conﬁguring the Switch IP Address

Switch(config)#interface vian 1
Switch(config-if}#ip address {jp adiress {mash

Example:

Switch(config)#interface vian 1

Switch(config-if}#ip address 192.168.1.254 255.255.255.0
Switch(config-if}#no shutdown

Note: It is necessary to use the no shutdown command to make the interface operational.

11/2/2023
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Conﬁ:guring the Switch @q(au[t Gateway

192.168.1.1
PC_
PCO 4—'@
2950-24 1541
Switch Routerd
Switch(confighip default-gateway {77 adires
Example:
Switch(config)#ip default-gateway 192.168.1.1 TRAINEX
owereaty AIT

138U3N199UVBITLUY LAN Switching

Saving Conﬁ:gumtions

Switch#
Switch# copy running-confiq startup-config
Destination filename [startup-config]?

Building configuration...

Switch#

Copies the current configuration to NVRAM
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Setting @u}a[ex and Sjaeec{ Options

Cisco Catalyst 2960 Series

Switcﬁx(conﬁ:q)#intejace faO/I
SwitchX(config-if) #duplex {auto | full | half}

Cisco Catalyst 2960 Series

Switchx(wnﬁg)#interfaw faO/I
——Smitehd{eomfrif i prer—H-o-06-(+066~{ it

138U3N199UVBITLUY LAN Switching

’Disaﬁ[ing an Inteq[ace (Port)

Switcﬁ(wnﬁq—int)#

shutdown

= To disable an interface, use the shutdown command in interface configuration mode.
= To restart a disabled interface, use the no form of this command.

11/2/2023
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Sﬁowing Switch Initial Startup Status

Switch#show version

= Displays the confiquration of the system hardware, software version, names and sources of configuration

files, and boot images

Switch#show running-config

= Displays the current active configuration file of the switch

Switch#show interfaces

= Displays statistics for all interfaces configured on the switch

138U3N199UVBITLUY LAN Switching

Switch show version Command

Switch#show versicn
Cisce Internetwork Operating System Software

I05 (tm) C2Z950 Software (C2950-I6Q4LZ-M), Version 12.1(22)ER4, RELEASE
SOFTWARE (£cl)

Copyright (c) 1986-2005 by cisco Systems, Inc.

Compiled Wed 18-May—05 22:31 by jharirba

Image text-base: 0x80010000, data—base: 0xB0562000

ROM: Bootstrap program is is C2950 boot loader
Switch uptime is 22 minutes, 59 seccnds
System returned to ROM by power—cm

Cisco WS-C2550-24 (RC32300) processor (revision CO) with 21035K bytes of memory.
Processor board ID FHROG10Z0WC

Last reset from system-reset

Running Standard Image

24 FastEvherneu/IEEE 802.3 inverface(s)

63488K bytes of flash-simulsted non-volatile configuration memory.
Base ethernet MAC Address: 0030.0CEC.4BBC
Motherboard asserbly number: 73-5781-03
Power supply part number: 34-0985-01
Motherboard serial number: FOCOS10045Z
Power supply serial number: DABOG0S1Z7D
Model revision number: CO

Motherboard revision number: A0

Model number: WS-CZ350-24

System serial number: FHKDE10ZOHC
Configuration register is OxF

TRAINEX,
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Switch show interfaces Command

Switchishow interfaces
FastEthernet0/1 is up, line protocel is up (comnnected)
Hardware is Lance, address is 0060.2£58.6501 (bia 0080.2£58.8501)
BW 100000 Ebit, DLY 1000 usec,
relisbility 255/255, txload 17255, rxload 17255
Encapsulation ARPR, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s
input flow-control is off, ocutput flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:08, output 00:00:05, cutput hang never
Last clearing of "show interface” counters never
Input queue: 0/75/0/0 {size/mau/drops/flushes); Total cutput drops: 0
Queueing strategy: fifo
Cutput queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute cutput rate 0 bits/sec, 0 packets/sec
956 packets input, 193351 bytes, 0 no buffer
Received 95§ broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 freame, 0 overrun, O ignored, 0 abort
0 watchdog, 0 multicast, 0 pause input
0 input packets with dribble condition detected
2357 packets output, 263570 bytes, 0 underruns
0 output errors, O collisions, 10 interf resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swepped out TRAIN@X
— LA AT

3eu3n15¥9UYBesTUU LAN Switching
Managing the MAC Address Table

Catalyst 2960 Series

SW-FL1#show mac-address-table
Mac Address Table

Vlan  Mac Address Type Ports

1 0003.¢499.8201 DYNAMIC — Fa0/24
10 0003.¢499.8201 DYNAMIC — Fa0/24
10 0090.2127.6cd4 DYNAMIC  Fa0/1
10 0000.8fb1.6bec DYNAMIC ~ Fa0/24
20 0003.6499.8201 DYNAMIC — Fa0/24
20 0090.0ca26194 DYNAMIC  Fa0/2
20 0000.8fb1.6bec DYNAMIC  Fa0/24

100 0003.¢499.8201 DYNAMIC  Fa0/24

TRAINEX

AIT
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The ’}[iemrcﬁy qf Connectivity (Cont,)

Building A

FL 1-20 Data Center Room
=5 “’ 5
2950-24 0-24PS
3560-24P5
Switchl Multilayer Switch1 Mylilayer Switchl
7 4
PC-PT 4
pC2 rd
4
//
7/
7/
s
P
3560-24P5

Multilayer Switch2

Building B

TRAINEX,

® Unbounded failure domains

® Large broadcast domains

® Large amount of unknown MAC unicast traffic
= Unbounded multicast tmﬁic

® Management and support challenges

= Possible security vulnerabilities

TRAINEX,
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L’%Eluimiﬁ’m'muax Configuration 94839 VLAN, Trunk,

Access Port, Voice Port

ﬂ?ym%mm%’m’mm flat

=3 broadcast domain W”I;]my/

. Ithemi )

WAN

AU N s e ofices

= 81uau multicast tmﬁic 471 i 7 ? i
AN/ 7 J 8 9938 9438 §

.ﬂ77g7$m1’;¥@ﬂ7ﬂ77’17(’7ﬂ771’77 YN ! ! ! !

.%ﬂ7ﬁ%ﬂ%%ﬂﬂﬂ%%ﬂ77§{7mW’J”lﬂl[@@ﬂﬂ‘é’

YIS YIS '5@!3 L LEE]

= 87934 unknown MAC unicast ¥77 ﬁﬂ%’%ﬁ%ﬂﬂ f[oo:{

Accounting Engineering Human Resources TR AIN@X
owereaty AIT

5\ J o 5 5
yusmainuuey Configuration 904 VLAN, Trunk, Access

Port, Voice Port

VLAN Overview

= ulsseunterivoaniduda Third Fioor

= ﬂmw%mjugﬁ
U
] t@ﬂmw%msﬂuﬂm’)ﬂmwmm/mwﬁg

® 90N 969 Broadcast domain AVWINAAAY

5 s
VLAN3 VLAN4

T HR Sales
10.0.2.0/24 10.0.3.0/24 10.0.4.0/24

Physical switch
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HUTMSI A Configuration v84 VLAN, Trunk, Access

Port, Voice Port

s VLAN
'Im default fmzmu nm g 314‘Wa{wf#wmﬁw%mffw/m?/m4 VLAN 1

" n9susls VEAN A8ensare MAC addvess table wynmsunas VLAN Zﬁm
wlouminmanuty physical switch oomilu logical switch wany q i

= f/ef%%ﬂﬁmgfﬁ{l vwmﬂw ﬁ/@m@mm@ﬂd@%ﬁgum’{/ Layer 2 i
t/@/m%ﬂdmgfnw # VLAN Wyarushiu Physical switch

Switch#show mag addrass-tabls

) ) / o
= mf%zwm’%ﬁ{tpﬁ/ﬂu vean Y q wmq%xfnm Layer 3 W1dauims e
J A D
Wﬂﬂ’7”¢ﬂﬂ’7~1 # Vlan Mac Address  Type  Ports
LR TRrTrX) Vﬁmf wWudamveng 12 bit tay 7#770W7ﬂ77ﬂ7%uﬂﬁ§7ﬂm11
J o o o 10 0001.6465.13¢9 DYNAMIC Fa0/1
Vﬁmﬂﬂmuw' 1-4094 (1 du default, 1002-1005 @/”lww/wwmm*tu?{u 10 00603fdstte9 DYNAMIC Faun

) 20 0006.6679.6045 DYNAMIC Fa0/6
j 20 0004.4146660s DYNAMIC Fa0/7

5\ J o 5 5
yusmainuuey Configuration 904 VLAN, Trunk, Access

Port, Voice Port

Guidelines for Applying IP

Address Space %

8 3 84 4

10.2.1.0-10.2.4.0/24

g
§

10.1.1.0-10.1.4.0/24 . 10.3.1.0-10.3.4.0/24
IT, Human Resources Sales, Marketing Finance, Accounting

. J g 7 J
= oinmssauds veaw um%um’m VLAY Faasasansl Foumingmnetetiuauay Subnet 7
U U
= iy Subnet donils VLAN
- 3 7 71/u/ ]
PSAMIINNUTTS LUnTseenuuuns 1YY IP address Iifuunas VLAN

= YLAN = Broadcast Domain = LAN = Subnet
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5\ J o 5 5
HUTMSI A Configuration v84 VLAN, Trunk, Access

Port, Voice Port
VLAN ’Memﬁersﬁijo Modes

Static VLAN Dynamic VLAN Voice VLAN

VLAN 5 VLAN 10 :

VMPS
1111.1111.1111 = VLAN 10
MAC = 1111.1111.1111 g

3270511

5\ J o 5 5
yusmainuuey Configuration 904 VLAN, Trunk, Access
Port, Voice Port

VLAN ‘Memﬁersﬁi]a Ports

Access Port

= Access ’Pwl'ts 3’4}}(’5%?/@/7#7737%@%%77?{7711@4 V[Mﬂﬂ
VLAN slessiiu

= Trunk Ports %}ms)wzfémsaf’{t%nﬂ?fnmwmu q
V[?[’Z\fii/ﬂim@?m?/ﬂq i

U
J
* Trunk Ports mgﬁngi}nmﬂ@u tag ﬁe[? XY -
Saveriurtaslssifuduves VLAN oels wasasiluni
ms encaysufation Uy 802.14 i 802.1q Trunk

I'h rsi cal switel | Physical switch
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5\ J o 5 5
HUTMSI A Configuration v84 VLAN, Trunk, Access

Port, Voice Port

‘fmnﬁ moc[e

) ) J I, J;j’
" Cisco Cata[yst Switch s895umsaim Trunk mode 4
- < 010 sl i st T
* Dynamic auto — dumsas trunk wyy dynamic (DTP) lavandvasdoudulnun dynamic desirable n3o trunk wiu

* Dynamic desirable - dumsars trunk wy dynamic (DT ?)%ﬁmﬂwi‘ﬁmw auto, desirable 150 trunk ’ﬂ'}Yﬁ)

Y )

o Trunk — Jumsains trunk wuy static
, o ) , /

* Nonegotiate - dumsYomsinnuses DTP (dynamic trunking protocol) uw?mmmfwg'

Dynamic Dynamic Trunk
Auto | Desirable |
' Dynamic Access | Trunk | Trunk | Access
~auto | L
Dynamic Trunk | Trunk Trunk | Access
 desirable | | I = | —
Trunk | Trunk Trunk " Trunk Limited
| | ~ connectivity
| Access Access Access | Limited | Access
- | conneativiy _§ TRNN@XA.T

5\ J o 5 5
yusmainuuey Configuration 904 VLAN, Trunk, Access

Port, Voice Port

VLAN Opemtion

Switch A Switch B
_" Trunk —"
r_—_‘_’. r_-:_’. Ih_—_—_‘. FastEthernet | - - r_—_—_’. Dl
T SHH T HH
Red Black  Green Red Black Green £
VLAN  VLAN  VLAN VLAN  VLAN VLAN £
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HUTMSI A Configuration v84 VLAN, Trunk, Access

Port, Voice Port

802.1Q Trunking

'%m/n@sm’/a 802.1q trunk ﬁ@zﬁ;z:ﬂ%wﬁ{@mm%JW&%M@%M’%@W%‘?@@YJnmfzw%‘z/wvﬁfaﬂ%

Cisco Catalyst
Series Switch

s Catalyst Catalyst
eries Switch
i Catalyst Series Switch

Series gwitch

Vi

5\ J o 5 5
yusmainuuey Configuration 904 VLAN, Trunk, Access

Port, Voice Port

802.1Q Frame
Original
Dest | Src Len/Etype Data Frame
Dest | Src Tag Len/Etype Data FCS

EtherType (0x8100) | PRI VLAN ID

L Token Ring Encapsulation Flag

Tagged
Frame

327P_077
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HUTMSI A Configuration v84 VLAN, Trunk, Access

Port, Voice Port
‘Unc[erstam{ing Native VLANs

= Native VLAN Po VLAN %gﬂ'inmﬂ% tag w?]tﬂ%ﬁmw/wfs%fw?mwas)wfw/ 802.1q trunk

'Tm/1/173@2%?/2%’%#77:7%%#@%f@ytfﬂsaf%dmé’{lmsi’rmwm 802.1q trunﬁé) o hub us

5\ J o 5 5
yusmainuuey Configuration 904 VLAN, Trunk, Access

Port, Voice Port

Conﬁ:guring VLANs and Trunks

1. imsas vean «v:]u VEAN Database vuadndhriasiy

2. inmm%ﬁﬂ 802.1Q trunks sswhodumotlaiVoadassniralind
3. mmsinua switch yort:]iﬁffw/m?/ﬂﬂfwumz VLAN

4 Save madish VAN

11/2/2023
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L’%Eluim‘sﬁ’m'muaz Configuration 94839 VLAN, Trunk,

Access Port, Voice Port

Conﬁgure VLAN

= e VL?Wvamsﬁwuwwmammmz% VLAN wgu VLAN Database

Switch# configure terminal
Switch(config)# vian 10
Switch(config-vian)# name Manager
VLAN 10 added:

Switch(config)# vian 20
Switch(config-vian)# name Engineering
VLAN 20 added:

. fl”lﬂ”liﬁ"/ww/?m77/872571/2%’/&%@}#7}/7771@4 VLAN mudins

Switch(config)# int fa0/2

Switcﬁ(mnﬁﬁ-iﬁ# switcﬁ};m mode access
Switcﬁ(mnﬁg-if)# switcﬁ};m access vian 10
Switch(config)# int range fa0/3 -5
Switcﬁ(iﬂnﬁg-gf-range)# switcﬁ};m mode access
Switch(config-if-range)# switchport access vian 20

L’%ﬂuimiﬁ’m’muaz Configuration 489 VLAN, Trunk,

Access Port, Voice Port

Confi 5unng and Verify 802.1Q Trunking

J
= s 802.1q trunk %ﬂ77ﬂt§’@%ﬂ7ﬂm¢m€fu auto, desirable w30 trunk

SwitchX(config-if)# switchport mode faccess | dynamic
Jauto | desirablef | trunkh

" nN19AaAn 802.1q trunk UuEMATING

SwitchX(config-if)# switchport mode trunk
SwitchX(config-if)# switchport trunk allowed vian 10,20,30

" A19RAVREBLNIINNNUIBIBUMATING trunk

SwitchX# show interfaces fa0/11 trunk

Port Mode Encapsulation  Status Native vian
Fa0/11 desirable  802.1¢ trunking 1
Port Vlans allowed on trunk

Fa0/11  1,10,20,30

11/2/2023
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138u3N15vI9uLaE Configuration 989 VLAN, Trunk,

Access Port, Voice Port
Verifying VLAN Membership

Switchx# show vian [brief | id vian-1d]| name vian-namd

SwitchX# show vian

VLAN Name Status  Ports

1 default active  Fa0/1

2 ‘Manager active  Fa0/2

3 ‘Engineering active. Fa0/3, Fa0/4, Fa0/5
Switchx# show vian brief

VLAN Name Status  Ports

1 default active  Fa0/1

2 Manager active  Fa0/2

2 Engineering active  Fa0/3, Fa0/4, Fa0/5
TRAINEX, .
1002 {ddi-default act/unsup

L’%Eluimiﬁ’m']ml,ax Configuration 9839 VLAN, Trunk,

Access Port, Voice Port

Verifying VLAN Membership (Cont.)

‘ SwitchX(config-ifY#show interfaces interface switchport

SwitchX# show interfaces fa0/2 switchport
Name: Fa0/2

Switchport: Enabled

Administrative Mode: dynamic auto
Operational Mode: static access
Administrative Trunking Encapsulation: dotlq
Operational Tr runking Encapsulation: native
Negotiation of Trunking: On

Access Mode VLAN: 2 (Manager)

Trunking Native Mode VLAN: 1 (default)
——— output omitted ——— TRAIN@XAIT
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5\ J o 5 5
HUTMSI A Configuration v84 VLAN, Trunk, Access

Port, Voice Port
802.1Q T mnﬁing Issues

Gisco Catalyst 6000 = wmm/@ujmwv?’{'w'ﬂ Native \:L N tlﬂ%uﬁfi 1 802.1q trunk
" yudumotinll trunk vosidndiisatasdly
= Native VLAN Fouslsvves VLAN #@;Yﬂlgﬂﬁ‘lﬂ”li ta‘g“Zxﬁ%/:]J
yi trunk

./
= Trunk yorﬂdﬂasmmswm’v port security

J J .

= msvgw'"/ 802.19 tmnfﬁunumg%w Etherchannel prsasin

J
mssisagn 9 Bumadilal ot

8
VLAN2 ) VLAN1 w) VLAN3 »H

- - A~ TRAINEX,

138U3N137I19uLaE Configuration ¥as VLAN, Trunk,
Access Port, Voice Port

Routing between VLANs VLAN-to-VLAN Overview

Logical View

Physical View

LAN
F 0/0 F 0/1 F0/2

Switch ABG ——te— Q a—
—’ .
Switch A Switch B Switch C

VLAN 20 VLAN 30

Hasannusiag VEAN aglinnsldaununeia IP address W subnet fsinariu fnfusinesasasiasdidumasivadviudousely
glavn ) VAN e Wiansnsainisdumidunisssudnausiay VLAN 1 TR/\'N(@XMT
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L’%Eluim‘sﬁ’m'ml,l,az Configuration 94839 VLAN, Trunk,

Access Port, Voice Port
Routing between vlans with L3 switch

Interface VLAN —
Interface VLAN 100 LS 1 Val
<—.—t
Interface VLAN 200 " 1 ~
Fa1/0

Fa0/2 Fa0/3
VLAN 100 VLAN 200
IP address 192.168.100.10 ss 192.168.200.10
Subnet mask 255.255.255.0 ask 255.255.255.0
E. m
Default Gateway 192.168.100.1 : ' “Gateway 192.168.200.1

L’%Eluim‘sﬁ’m'muaz Configuration 9839 VLAN, Trunk,

Access Port, Voice Port

Configuration on L2 Switch Example

AN diagram Tumineinunn aziinnssaA LU RTA
= Suwmasina FastEthernet 0/1 Ndansallda £3 Switch aziilu 802.1q trunk
" Bumasding FastEthernet 0/2 \u access port Afluandnuas VLAN 100

= Buwmedina FastEthernet 0/3 \{lu access port Aduandnues VLAN 200

Switch(config)# interface fa 0/2

Swittﬁ(wnﬁ;q-yf)# Switcﬁ]mrt mode access
Swittﬁ(wnﬁ;q-yf)# Switcﬁ]mn access vlan 100
Swit:ﬁ(conﬁ;q-yf)# inte?face fa0/3

Swit:ﬁ(wnﬁ;q-yf)# Switcﬁ]mrt mode access
Swit:ﬁ(conﬁ;q-yf)# Switcﬁ]mrt access vlan 200
Swittﬁ(wnﬁ;q-yf)# inte?face fa 0/1

Swittﬁ(wnﬁ;q-yf)# Switcﬁ]mn trunk enca]}:u(atian z{oth
Switcﬁ(config—iﬁ# xwit:ﬁ}mﬂ mode trunk

11/2/2023
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L’%Eluim‘sﬁ’m'muaz Configuration 94839 VLAN, Trunk,

Access Port, Voice Port

Configuration on L3 Switch Example

NN diagram Tl aziinnssaruus e

= Sumesiva FastEthernet 0/1 Maansellds L2 Switch aziilu 802.1q trunk
" yinnnsadn interface VLAN v0susiaz VLAN pusainis

= YNNNIAMUANNNELAY TP address WLURAE Interface VLAN

Router(config)# interface fa1/0

Router(config-if)# switchport mode trunk
Router(config-ify# switchport trunk allowed vlan 100,200
Router(config-if)# exit

Router(config)# interface Vlan 100

Router(config-if)# ip address 192.168.100.1 255.255.255.0
Router(config-if)# exit

Router(config)# interface Vlan 200

Router(config-if)# ip address 192.168.200.1 255.255.255.0
Router(config-if)# end

Spanning Tree Protocol

Redundant Topology

Server/Host X ' Router Y 6—,_

Segment 1

327P_083

Segment 2
* Redundant topology Taelesriu single points of failure

" Redundant tqao[qqy azyn lWiRatTywn Broadcast stroms, Mu[ttip[e Frame Copies uay MAC address table instaﬁi[ity

11/2/2023
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Spanning Tree Protocol

Broadcast Storms

Server/Host X Router Y é—,_

A

Segment 1
Switch A Switch B

ICND20GR_114

Segment 2
= Taast X Mn13dansu Broadcast

" gapdazinnisdansy Broadeast ldsnBumasiviaaniiudumesinanlasumsudnn

" \au Broadcast azgnasaw loop 11l Fae

Spanning Tree Protocol

Multiple Frame Copies

Server/Host X : Router Y é—,_
:

Segment 1

|

swirn. (A @ Switch &

l ’ Segment 2

= Taasl X vinnsdansu Unicast Wdausnmes ¥

* gind 4 Selsildeynee MAC address 109151mRF Y

= 3umpef Y azldumsnReniuaesns
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Spanning Tree Protocol

MAC address Table Instability

Server/Host X a Router Y é—l_

Segment 1
Port 0 1 1 Port 0
Port 1] l I Port 1
Segment 2

= Taasl X vinnnsdasn Unicast Wdusunas Y

= gandiresiadslifideyaes MAC address 280i31n05 Y

= a@nd 4 uaz B azFuugin MAC address 104Taas X 2gn1d port 0

= laiazgn flood sialilving port 1

= a@ind 4 uaz B azldFumsndnmmng port 1 wazazGaugin MAC address aaslaast X agnnd port 1

TRAINEX,

Spanning Tree Protocol

Loop Resolution with STP

Block

327P_099

= Spanning-tree protocol ansnsalddmiuitesiuniaifia Loop Tuluszunipiatngls

Ax¥ing block port vessind e lWiazuuieTediadenseiludnuoulaseadrodulal (tre)

* 1 msg1u STP gninuun|ilu ITEE 802.1D specification

nsldan STP uugiinand Cisco axldanuilu PYST+ (per-VLAN Spanning-tree) TRAINEX
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Spanning Tree Protocol
Spanning-Tree Operation

NYNNIVINLB Spanning-tree

* azil 1 root bridge vie 1 broadcast domain

= N port 184 root 571'1{7e aziflu Jest:qnatet[ port

= auil 1 root port uumﬁm’ﬁlﬂu non-root Em{qe

" qyil 1 z[es(qnutez[ port Fa 1 segment (1 segment = 1 collision domain)

= Port Nudenldldgnidenidu root port uag designated port aziihu Block port
100BASE-T

Designated Port (F) Root Port (F)
oot Pol

Root Bridge Nonroot Bridge
Switch X Switch Y
Designated Port (F) Nondesignated Port (B)
10BASE-T ¥ TRAIN@XAIT

Spanning Tree Protocol
STP Root Bridge Selection

Root ‘Bri
Switch X Switch Y
Default Priority 32768 ? Default Priority 32768
(0x8000) BPDU (0x8000)
MAC 0c00.1111.1111 MAC 0c00.2222.2222
Switch X Switch Y

Non- Root Bn dge

327P_135

" danainAn BPDU iagvinnnagden 4 2 3und

Root bridge AosAndalen Bridge ID viaaign

, 'Bv‘il{qe | MAC
Bridge ID = Adis

" azifenanaIndnNAn Priority anfiganau (default 32768) azldidu Root bridge

= ¢ Priority WinriuazgiiAn MAC address anigaazldidu Root bridge

= aunsnvinnsivundiadadialaaziilu Root bridge lidasnnstiaunn Priority
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Spanning Tree Protocol
BRIDGE ID

2 Bytas 6 Bytes
Priority System ID Original Format
(0-65,535) (MAC Address) Bridge ID.

— : System ID
I::::Rli System ID Extension System ID Extension
ofdtos | (Typically Holds VLAN D) (MAG Address) (MAC Address

4 Bits 12 Bits 6 Bytes

o/
= Yo 8 éytes%ﬂ@vifwn@ﬂvaﬁﬂ 2 fields mij’
J
= Priority 16 bits dumswada 0 - 65535%%%%:%
= ‘Priority 4 bit 4/7:177nﬁwuww'7:juwwgm%ﬂ 409679?’ (ﬁmmmffu 4 bits w')*/w%)

J
= VLAN ID 12 bit nvuay VLAN (ﬁnﬁ%msﬂﬁwuwwwm‘u V[?(N7w’%fw;/w 4094 H’II”HJ{J)
= MAC Address 48 bit A1 MAC address ‘U@M%'f)/

. wwﬁlfa% aeidlan root bridge P M Priority iwlvefw

" priority m’vn'{a AN root bridge /177774/73‘0!'22/‘7?/37 MAC address ﬁ%#@/ﬂ TR AIN@XAIT

11/2/2023

Spanning Tree Protocol
Root Port Selection

; . .
= (ol root bridge udn dunausiasnfifanim root port Tnaadndiilu non-root bridge indivazsiasil root

port

* Root port Aanafnfiazldlunisdensielini Root vesusazaing

o dar s v e ,
= azinan port NAN root path cost vinengaaesaindusiazdaiu root port Insaziluanlneanued cost 104
fumesinanaandunie
. e o o o o
= &1 root path cost Wi AZIARN o0t port ANANAY 7 MNAIALIAYL
= {0 sender En'afqe D ﬁﬁ@ﬂ‘ﬁqm
= e ne(qﬁﬁor}noﬂfﬁorit}/ ﬁ@ﬂ‘ﬁﬂm

Switch C

= fien neigﬁﬁor}noﬂ number ﬁ‘aﬂﬁ@m Switch 4 Root

Root path Cost = 40
100
10

) | __

'Roﬂt)mtﬁ Cost = _ Root path Cost
pai = r l@
2 Switch D Switch B I RAI X
Foereaty AIT

Root path Cost =
100

I'I
|
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Spanning Tree Protocol

Spanning-Tree Path Cost

) STP Cost STP Cost (Previous IEEE
Link Speed RSTP Cost (802.1W-2004) N
- (802.1D-1998) Specification)
10 Gb/s 2,000 2 1
1 Gb/s 20,000 4 1
100 Mb/s 200,000 19 10
10 Mb/s 2,000,000 100 100

Spanning Tree Protocol

Root port selection

Root Tiolo Cost 0 Adding my incoming cost

setting fields for forwarder's
Cost 19 bridge ID, port priority, and
op RP port number.

DP
Hello Cost 0 Hello Cost 19

Cost out fa0/1 =0 +
100 = 100; cost out
fa0/4 =38 + 19 =571

Fa0/1

Cost 100 | BL RP|Cost 19

ﬁ” o
SW3 Fa0/4 Sw4
b |_sw4 |
&—{Helio Cost 38]

11/2/2023
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Spanning Tree Protocol

Designated Port Selection

o

= Wevinnaiaen root port dwmiuaindynsaGauiesuds luduneusennaziiunisiaen “designated port”

" lyupay segment (collision domain) azfasd 1 aﬁzsigqnatea{ port

o

" nnaiaen cfeszgnatecf port asiiaulamudns fil
. W@?EW]N root path cost uﬂﬂwam
u ‘wmmvm sender Bridge ID uﬂﬂmm
. W@?EW]N neighbor port priority uﬂﬂmm

" wefAid neighbor port 1D u'aﬂvmm

'
al

= Port fiwdeilalldgnitenisdu designated port az\flu block port

Spanning Tree Protocol

Spanning-Tree Operation Example
Root Bridge

Default Priority 32768
MAC 0¢00.1111.0000

Port Cost Port Cost
Port 0 0+19=19 Port 0 0+19=19
Port 1 19+100=119 Port 1 19+100=119
§I
Default Priority 32768 Default Priority 32768
MAC 0¢00.1111.1111 MAC 0c00.1111.2222
Non-RB Non-RB
TRAINEX, .
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Spanning Tree Protocol

Spanning-Tree Convergence

Root Bridge
Default Priority 32768
MAC 0c00.1111.0000

Designated sWi‘ =2 Designated
h» Port (F)

100BaseT

Root Port (F)

10BaseT

Default Priority 32768 Designated
MAC 0c00.1111.1111 Port (F)

Nondesignated Default Priority 32768
Port (BLK) MAC 0c00.1111.2222

N

" Convergence az\intulaaindvizanefniinslaeauaniuzliiilu forwarding vive blocking
Py a = a s v o ° B y = = . !
" ilp toyo[qu Lnnadasuulad a9ATasAaIniINITANUIN. Spanning-tree vl @9azd down time d291980

138U3N159119IUVBITLUY Routing

o Yo @ .
MANZINNU Routing

* Routing - Aanalnlunisidenidunisluszdt Layer 3 Nazldlunnsdedayalidalanenig
" N19vineULed Router
= Aumduncllgalananig

3
= Funnatiudesanunsnldauls

= fudunanangn
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138U3N1371191UYBI5EUY Routing

9 d' o 4
UHINDTTNINTUUBDNLIT UAD T

20.0.0.0/30

10.0.0.0/24 7 2 30.0.0.0/24
25 T R L
— 50/0.. FrameRelay 0/0.1 e 1
E! 1 —
= IP Routing Table =
@/‘ﬂ TTL> 1l 10.0.0.0/24 Connected EO/0

20.0.0.0/30 Connected S0/0.1 G‘ Adjacency Information

(@)viminitruaiiogonm 30.0.0.0/24 20.0.02 _ S0/0.1 - »20.0.0.2 DLCI100
D o Wisuisumneaineglasmases ™ Ao nom .
3 )amanou Header Checksum |6 winiiofa Routing :ahle 3 | oo uiwlaing header i
P s
SRCIP | DSTIP. (2) @)Update TTL ua=
Eth Eth Eth Eth FR FR
Header P Packet Trailer Header IP Facket Trailer Header IP Packet Trailer Layer2
. ,
! ! ! v al o = '
v al o ) aaa @ . a,
W luge sy Layer 3 TAanLAUNIT ANAA (path wiinilusedll Layer 2 Wldeu Data Link header uazdsia
) , SIEEY
selection/forwarding)

4, . = Yin3aie Data Link header Tunnlud Hedesiadayadnusending
* paaaLMEInITagaNEN LUz WAAAR U routing Fumesiauwsunes

table Sransazdariadanalluiduniala o o 4 - ) N
° . Swztchzry nunals wWanusianaslilsinmaan Data Link seninqusias

Fumasina TRAIN@XMT

138U3N1371191UYBI5EUY Routing

Fliavostoyardun1alu Routing Table

Routing Table Risshowtp roua
Gateway of last resort is 10.1.3.2 to network 0.0.0.0
PN s o o
masildlunsiudeyaidunls 20000724 s subntsd, bt
oy - o o 0 20.00.0 [110/20] via 10.1.22, 00:04:22, FastEthemet0/0
HIEUFNTBUINADT Tﬂ?_l UARTLIINARD 10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

ﬁ“ﬂﬂd’} 'Routinﬁ ' ntry C 10.13.0/30 is directly connected, FastEthernet0/1
c 10.1.2.0/30 is directly connected, FastEthernet0/0

c 10.0.0.0/24 is directly connected, FastEthernet1/0
30.0.0.0/24 is subnetted, 1 subnets

0 30.0.0.0 [110/11] via 10.1.2.2, 00:07:18, FastEthernet0/0

§*0.0.0.0/0 [1/0] via 10.1.3.2

" Directly connected - \nTatneNTenseatinansaiuisunesiilagiiu
. . o A vo o P cv
® Static routing - \Tudayadunianldvinnnsiuunliuusmesisauies

B , 1% ~ ol 1% = v ' o
= Dynamic routing - \HudeyaidunsisneiFaufuazuanifeudeyaiduniesendnegiu

v

® Default route - \Iudunianazldiilu default \Walifidunsnianzianzadlidaunradneisasnis
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138U3N159119IUVBITLUY Routing

Directly connected

a oA . - 20.0.0.0/24
= dhwaredneniTensestinunsaiuglnsnl

" azfipnnudenegeqn uarazgnidenldandudusuusn
(AN AD = 0) .
\1

10.0.0.0/24 Internet

Risshow ip routs
Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
c 10.1.3.0/30 is l(yutfy connacted, GigabitEtherneto/1
Connected <« I 10.1.2.0/30 is directly connected, GigabitEthernet0/0
c 10.0.0.0/24 is l(ylnfy connected, GigabitEthemet0/2

138U3N159119IUVBITLUY Routing

Static route

o ! 20.0.0.0/24
= fAnda ip route <destination network ID> <netmark>

<next-hop/interface>

= wunziuesatnaniauuduniliunn uwadldlainng Gi0/0410.1.2.1

. N
wReunlagtias 10.0.0.0/24 Internet :
. R1 —
= fJannudeieddususiusasasunann connected (AN 4D
=1)
| R1(config) p route 20.0.0.0 255.255.255.0 10.1.2.2
Rizshow bp route
Gateway of last resort is not set
20.0.0.0/24 is subnetted, 1 subnets
Static <+——fF] 20000 [1/0] via 10122
KAl

ey AIT
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Dynamic route

IfFudasyaidunisunann dynamic routing protocol 57 )
10.0.0.0/24

= pnziuesatenianuudunisanuunin vidadiannndn R1 N

yiladunnalldaunsatnelaiemng ‘

= Haudenamnuiazlilsinnea

Ri(config)#router ospf 10
Ri(config-router) #network 10.0.0.0 0.0.0.255 area 0

= ° ' , A a
= 1NN9AUITUAN metric WTa cost ANNTUATUTTIAAR | auofirammsminnort 10120 0003 a0

Ri#show ip route
Gateway of last resort is not set

20.0.0.0/24 is subnetted, 1 subnets

E| 20.0.0.0 [110/20] via 10.1.2.p, 00:25:49, Gigahieftherneto/o
v v

0SPF AD/Metric TR /\|N@)( .

138U3N1371191UYBI5EUY Routing

Default route

o o o @ i, 20.0.0.0/24
* uduniegaviedmiuuiaianldnudasya

4 v
Wunnaanizianzaslfiaan

= dfueretneniniseeniieannamen (Stub) vise
Wedeaninimensa lddsdumafiin

10.0.0.0/24 Internet

—

o A = & a R1 —
= ynazlldunsednedanenila - Auenmiieannd
el routing entry anuafiaglu routing table U .
sl.m‘]gjl\i']u {{efau[t route LLATAIT :;slﬂ’]l Lﬂﬂ\j ;{efau[t | Ri(config)#ip route 0.0.0.0 0.0.0.0 GigabitEthernet 0/1

route WREINWNTT .

Ri#show ip route
Gateway of last resort is 0.0.0.0 to network 0.0.0.0

* yinai afefau[t route UAY s MNNEIDN static <55 0.0.0.0/0 is directly connected; GigabitEtherneto/1
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N, J . :
YUTITNINTUIRITENY Routmg

Static route VS @ynamic route

J ff b J f ) - ﬂ J f .o/
dowassuulugimuadoyadunridaunues Router asinmswaAnWAvUTOY AU 32N TUES
J/ Yos Y J/ Yoo 7 |
WANETUILINATRVIVIINAT WHIETUSLIVIATOVIY U3y
; 1
Jm'mﬂ Memmy way CPU 'ﬂ'w 'Memmy wag CPU 410
J ) 7 J J ) J J
Ssendn Bandwidih t%wm dmfwﬁmﬂmmtlﬁﬂmwgw oy Bandwidih &?jwr/ﬂ%m@ﬂmmmt/ﬁwwga
P
s whimsssndrasned

li{mﬁmﬂ#ﬁ”lﬂuﬂ W”Itlﬁ’)J ‘#’le ﬂﬂ”li'#?zl”l ﬂﬂ;ﬂ’%d@ﬁ 31”!7;7# quw/:]mﬂ'jgﬂﬁwu;]admﬂﬁ/)a uw'%%/adﬁ{mi@'@m/ U

J (A 4 J . J / , ‘T
uldnruad (o down) FassosiomsulSaudumedny seusimeimaday Routing Protocol auiaidumnld
y, e 7, 7./ S Loodimid 7 ]
favey vwegliasalduldmudng sumesazdumiduning
J )
Fayiaved

138U3N1371191UYBI5EUY Routing

Classful sag Classless routing

Routing Protocol @1115019ghusmudnuaen15vinausmiu IP address la 2 wdinfe

® Routing Protocol Usgian classful - RIPv1, IGRP : 1 routing protocol luuszna subnet mask Tunseufiunns
UsgniAveyalaun1e vl routing protocol Useunnilaz3inua Major Net iy felusesiunisvhauves VLSM Tag
Major Net 989011 Class 999 IP Lyu

® Class A : 10.0.0.0/8
® Class B: 172.16.0.0/16
® Class C: 192.168.100.0/24

Routing Protocol Usgtaw classless — RIPv2, EIGRP, OSPF, IS-IS : Wy routing Protocol Agyinn15UsEN@ subnet
mask Tunsexnfun1susenaveyaiaun1a v Routing Protocol Useianilag3dn Subnet Jssaasunisyinuves
VLSM a1 1

" 10.32.0.0/12
®172.30.64.0/29

" 192.168.100.48/28 TRAINEX
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FUAVDY Routing protocol

Distance Vector

Link-State

301P_196

Distance Vector
RIP, IGRP

Link-State
OSPF, S-S

Advance Distance Vector (’I{yﬁr‘id)
FIGRP

138U3N1371191UYBI5EUY Routing

Distance vector

" dedayaidunnsuunuensie < iunn Tneaziiue
metric \HoAUNEN UL Az ReT

= fuatadnaaunnlun) azlfau bandwidih unn
(Tneanne RIPvI Navds routing update Ui
broadcast)

* iy IGRP, RIPvi/v2

<4—| Routing —» [ Routing
Table

327P_013
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138U3N1371191UYBI5EUY Routing
Link-state

" dedauaaniuzaandunng (bandwidth, nnsald
a4 o Ay Y &
) Adenseruiiewiu i lduiafn
link-state Pfawnadn Wi umesynealungu

= 3 nesuAavFa Az fink-state N1F5UNAINE Link-State Packets
LA = Topological
mmvgnmgmmmmmLd’umwmmm (shortest e :
path) Tuldslanemng R?:ﬂ.’;g .
SPF —
* faeAannsil Inasssuanmasazliiin foop au Algorithm ’
) - o = a o
Wasanninesusiazsiaazil SPT iReniu
SPF Tree

= 11 OSPF, IS-1S

138U3N1371191UYBI5EUY Routing

Advance Distance vector (hybrid)

* wumefazdesiadeyaidunissie q funmiileuiu
distance vector usiazdedayalildiuiieuhueniy
Ao A o o, , Y BW:1024 kbit/s
unanangenaz il deusaziasatnawintu DL 2000

BW:128 kbit/s
DLY:20000 usec

BW:512 kbit/s

DLY:20000 usec

= ysvusin bandwidth unnndnnnsldanu distance vector @
Taeni

192.168.10.0/24

BW:512 kbit/s
DLY:20000 usec

= gumearsusandayadunidlasuunainiien

BW:512 kbit/s

Tuld wazazyinnsAwand fink state MiTensaiy Der:20000 s
Wentiu ierindumaaduniaesiieeizesann
aal ' v o w Aol P
Anaaasunnen uddideyaiduniiinngallldan .
< o . X .4
M routing table FIGRP Asilsansdayaiduniednsasuunissaessioes 7
anansniandemunuldviuiidlesanas (feasible successor)

" 1y FIGRP
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w/ﬁ/wm/m‘f%m Routing }71’0t060[
i 1

tslnpen s sanany m Hello time m
P/
#3045
o/

RIPv1
Distance Vector Bellman-ford ‘I-(o}: count (<16) 120 30s
RIPv2 NI
OSPF Link state Dijkstra 10% /bandwidth 110 10 s 7@4%/
EIGRP Advance Distance Vector DUAL Bandwidth + Delay 90 10s s0431
TRAINEX,,

Case stuc{y # 1

Problem of Poorly Designed
Network

.‘Poor[y @esignec{ Network

® Unbounded failure domains
® Large broadcast domains

® Large amount of unknown
MAC unicast traffic

® Unbounded multicast traffic

® Management and

support challenges

= Possible security

vulnerabilities

TRAINEX,, ,
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Solution for case study # 1

[ 3 @es@ning VLAN for an Ofiqanization

do

172.16.0.1

Benefit of VLAN

= Seﬂmentation

® Flexibility

" Security

® Minimization of errors
" Ease of management

and troubleshooting

Solution for case study # 2

et Server
N
=d 4 1 (Fomgong}
| mERe A 10
20Mzp e
[=E] E ot L
Cioua-
Cimut
AT
S 100
sy ey
v
EIGRP AS 100 %
= ‘
Peo L1 Pc2

E Problem ?[p})ﬁcation u}u{ate slow

Data of trading stock customer

® Link utilization normal

= Redundant links

= EIGRP routing protocol

® GLBP (Load Balancing)

* Bandwidth HQ (HK)Total 40 Mbps

® Bandwidth Branch (TH) Total 20 Mbps
® Bandwidth Branch (SG) Total 20 Mbps

11/2/2023
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Solution for case study # 2

F Provide WAN optimization ﬂpp[iance
Pa— ! Benefit of Solution

= Application accessibility and smooth

EGRP AT 100

® Faster file accessibility

® Increased speed

between multiple

office locations

® Improved performance

of "non-affected’

Applications

® Can use voice (IP-phone) TRAINEX
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